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IMacnopT ¢poHIa OLIEHOYHBIX CPEACTB MO Y4eOHOM AUCIHHUILIHHE

1. B pesyabrare udydyenusi aucuuiinnbl «[IpoexTupoBaHue BHIYMCIUTEIbHBIX CeTe»
y 00y4aroumerocsi 10/KHbI ObITh CGOPMHUPOBAHBI CJIeAYIOIIME KOMIETEHIIMU:

Karteropus Kox Koa u HaumeHOBaHMe HHAMKATOPA
(rpynma) M HAaHMEHOBaHHe JTOCTHKeHHUS KOMIIeTEeHIINH
KOMIIEeTEeHIINH

Obuwenpogeccuonanvrvle KOMnemeHyuu U UHOUKAMOPbL UX O0CHIUNCEHU

- OIIK-5. Cnocoben | UJI-1onk-s

pa3pabaTeiBaTh U MO- | 3HaTh COBPEMEHHOE MPOTPAMMHOE U armmapaTHOE
JICPHU3UPOBATh TPO- | oOecrieueHne WHPOPMAIIMOHHBIX M aBTOMATH3H-
IrpaMMHOE H alllapaT- | POBaHHBIX CUCTEM

Hoe oOecneuenue uH- | UJ-20mk-5

(GOpMaITMOHHBIX U aB- | YMETh MOJICPHU3UPOBATEH MPOTPAMMHOE U arIllia-

TOMAaTU3UPOBAHHBIX paTHOe oOecrieueHue MHPOPMAIIMOHHBIX U aBTO-
CHUCTEM MaTHU3UPOBAHHBIX CUCTEM IS pelieHus mpodec-
CHOHAJIBHBIX 3a/a4;
W-3onk-s

VmeTh HaBBIKM pa3pabOTKH IMPOTPAMMHOIO U
anmnapaTHoro odecrnieueHus: HH(POPMALMOHHBIX U
ABTOMATU3UPOBAHHBIX CHCTEM JUIS PCILCHHUS
npodecCHOHATBHBIX 3a1a4

Oosa3amenvHovle npogheccuonanbHbvle KOMREMmeHYUU U UHOUKAMOPBL UX 00CHIUNCCHUS

- [1K-8. Cnoco6en mipo- | UA-1nks

€KTHPOBATh  CETEBbIE | 3HAET METOAbI MPOEKTUPOBAHMNA CETEBbIX CNYKO
CITYKOBI. N-2k-s

3HaeT METOJIbl MPOCKTUPOBAHMSI CETEBBIX CITYKO




2. [IporpaMMa olleHUBAHUS KOHTPOJUPYEMOil KOMIIeTEHIMHU:

Texyumas Kontpomupyembie moaynu, | Kon  konTpo- | HanMeHOBaHHE OLEHOYHOTO
arrecTanus pa3nenbl  (TeMbl) JUCLU- | TUPYEMOM CpeacTBa
TUTMHBI WX Ha3BaHUE KOMIIETCHITHH
(vt ee 4acTH)
PYBEXXHBIMN Pasmen 1 JlokanbHble W JlaGoparopnas pabota Nel
KOHTPOJIb r100anbHbIE BBIYUCITHTEIb- JlaGopaTopHas pabota Ne2
HBIC CETH JlaboparopHast pabota Ne3
Paznen 2 KommnbroTepHbie JlaGopaTopHas pabota Ned
CETH U TEJICKOMMYHHUKAIIUU
PYBEXHAA Paznen 3 IlpoekTupoBanue JlabopaTopHas padota Ne5
ATTECTALIMS | BEIMUCTUTENBHBIX CETEH OIIK-5. TIKS JlaboparopHast pabota Ne6
JlabGopaTopHas paborta Ne7
JlabopaTopHas pabota Ne§
JlaboparopHas pabota Ne9
JlabopaTtopHnas pad6ota NelQ
JlaboparopHnas pabota Nel 1l
JlabopaTtopHnas pabota Nel2
JlaboparopHnas pabota Nel3
[Ipome:xyTouHAsl aTTEeCTALMSA Koxg kouTpo- | HaumeHoBaHUE OIIEHOYHOTO
JMpyeMOil cpeacTBa
KOMIIETEHIINH
(unm ee yacTH)
Nel OIIK-5. TTK8 3auer

3. Iloka3aTeau u KPUTECPHUHA OLCHHUBAHUA KOMIIECTCHIMHU 110 3TallaM (l)OpMHpOBaHHﬂ, Oonu-

CaHHE IIKAJ OICHUBAHUA

b % [Tokazarenu
3 S | mocTmKeHHs K 5
~ E| samanHoro pUTEPHUH OLICHUBAHUS PE3YJIBTATOB 00yUYEHUS
2 E % YPOBHSI OCBO-
S £ 5| eHud KoMme- | 2 3 4 5
M T E| rennum
ITep- N-1lomnk-s He 3Haer 3HaeT OCHOB- | 3HaeT OCHOB- | 3HaeT OCHOBHBIE
BBII 3uarp  co- HbIC TIOHSATHUS | HbIC MIOHATUS U | IOHSATUS U OCHOBBI
JTan BPEMEHHOE KaTeropuu OCHOBBI, HO HE | TEOPHH. Ymeer
nporpamm- porpamm- MOXXET TMpUMe- | MPUMEHSTh TPHU pa-
HOE W arma- HOTO o0ecrme- | HATb ~ 3HaHUs | 00Te ¢ aBTOMAaTHU3U-
patHOe obec- YeHUsT HO HE | Ipu paboTe C | pOBAaHHBIMH CHCTE-
NEeYEHUEe UH- COOTHOCUT C | aBTOMaTH3U- MaMu
dbopmannon- aBTOMAaTH3HU- | POBAHHBIMU
HbIX M aBTO- POBaHHBIMH | CUCTEMaMU
MaTHU3UPO- CHCTEMaMH
BAHHBIX CH-
cTeM
Bro- N-20mx-5 He ymeer IIpaBunsHO YMeer npuMe- | YMeEET IPUMEHSATH
poii Ymerp Mo- ompenensieT | HATh METOJU- | METOJAMKUA MOJICPHH-
sTan J€PHU3UPO- KaTeropuu KM MOJEpHHU- | 3allud, O(QOpMIATH
BaTh po- porpamMm- 3alMi, HO HE | OTYeThl M oOpaba-




rpaMMHOE U

HOro obecre-

ymeeT obpaba-

ThIBATb PE3YJIbTATHI

anmapaTrHoe YeHUs , HO HE | THIBAaTh pe-
obecrieueHue yMEeT  MO- | 3yJIbTaThl
uHpopMaLu- JEPHU3BHUPO-
OHHBIX W aB- BaTh po-
TOMAaTH3UPO- rpaMMHOE U
BaHHBIX CH- amnmnapaTHoe
CTEM Ui obecnieueHue
peLeHus
npodeccuo-
HAJIbHBIX 3a-
nad;
Tpernit | UI-3omk-5 He Bnaneer Bnaneer Me- | Bnageer Me- | Bnageer MetomamMu
JTan Baaners TOAMH pa3- | TOJAaMH pa3pa- | pa3paboTKu U MoO-
HaBbIKAMU paboTKH, HO | OOTKM M MO- | IepHU3ALUU U TIpa-
pa3paboTku HE  BIAJEET | JepHU3ALMHU MOTHO  COCTAaBJISIET
IporpamMmMm- HOPSAKOM IPaMOTHO CO- | OTUYETHYIO JJOKYMEH-
HOTO W armma- NPUMEHEHHS | CTaBISIET  OT- | TAllMIO U 00padaThI-
paTHoro YETHYIO JOKY- | Ba€T X PE3yJIbTaThl
obecrneueHus MEHTAIUI0, HO
nHpopManu- ommbaercs B
OHHBIX U aB- 00paboTke Hux
TOMAaTU3UPO- pe3yiIbTaToB
BaHHBIX  CH-
cTeM s
pereHust
npodeccuo-
HAJIBHBIX 3a-
nau
ITep- N-111K-8 He 3naer 3HaeT OCHOB- | 3HAeT OCHOB- | 3HAET OCHOBHBIE
BBIN 3HaTh Hbl€  TIOHs- | HbIE TIOHATHUS U | IOHATUS U OCHOBBI
aTarn METOBI TIPO- TUSI, HO HE | OCHOBBI, HO HE | TEOPHUH. Ymeer
eKTUPOBaHUS 3HAaeT METO- | MOXET MpUMe- | IPUMEHATh METO/AU-
CEeTEBBIX OB  TIPOEK- | HATh  3HAHUS | KA MPOEKTHPOBAHHUS
CITyK0 TUPOBaHMS IpU TPOEKTHU- | CETEBBIX MPOrpaMM-
CEeTEeBBIX pPOBaHUM CETe- | HBIX CPEICTB
porpamm- BBIX npo-
HBIX CPEJICTB | TPAMMHBIX
CPEICTB
Bro- NJI-211K-8 He ymeer IIpaBunsHO YMmeer npuMme- | YMeeT IPUMEHATH
poii Ymeer  uc- ompenenser | HATb METOJIU- | MeTOJUKH  pas3pa-
JTan MI0JIb30BAaTh sTanbl paspa- | Ku, opopmiIsATh | 00TKH, OPOPMIATH
METOBI MPO- OOTKHM, HO HE | 3Tambl paspa- | OTYETHl M 0Opabda-
EKTHPOBAHHS yMeeT TpH- | OOTKH, HO HE | THIBaTh PE3yJIbTATHI
CETEBBIX MEHATh  Me- | ymeeT oOpaba-
ciryx0 TOAUKH TIpO- | THIBATh pe-
eKTHUPOBAHUS | 3yJbTATHI
CEeTEBBIX

CIIyK0




4. Illkaja oneHNBaHUuA

CornacHo I[Tonoxenuto «O nopsiake opranuzanuu arrectanuu B UTU TII'Y um. T.I'. lleBuenko,
UTOTOBAas OIICHKA MPEJICTABIISAECT COO0M CyMMy OaJIOB, MOTYYEHHBIX CTYJEHTOM I10 UTOT'Y OCBO-
€HUS JTUCHUIUTUHBI (MOAYIIs):

Ouenka bykBenHnbie SKBUBAJICHTH]
Orenka .
. B 100-0aiuibHOM OLIEHOK B 1Kkaje 3E
B TPAIUIIMOHHOMN IIKaJe o
IKasne (% ycnemHo aTTeCTOBaHHBIX )
5 (OTJIMYHO) 88-100 A (otmnuno) — 88-100 6amios
4 (xopomo) 7087 B (ouens xopomo) — 80-876amioB
C (xoporo) — 70-79 6amios
D(ynosnerBopurensHo) — 60-69 6amios
3 (YIOBIIETBOPUTEIHHO) 50-69

E(mocpencreenno) — 50-59 6aios

Fx— HEyJOBJIETBOPUTEIILHO, C BO3MOXHOM
nepecnadei — 21-49 Gannos

2 (HeyIOBJIETBOPHUTEIIHHO) 0-49
F— HeyIOBIECTBOPUTEIBHO, C MOBTOPHBIM

u3ydeHneM aucuuruimasl — 0-20 6amios

PaCHIH(l)pOBKa YpOBHA 3HaHHﬁ, COOTBCTCTBYROLICTO IMOJIYYCHHBIM 6annaM, JacTCs B Tab-
JIUne, YKaSaHHOﬁ HMKC

“OTINYHO” - TEOPETHUECKOE COJIEPKaHUE Kypca OCBOCHO MOTHOCTHIO, 0e3 Mpo0esnoB, He0O-
XOJUMbIE MPAKTUYECKUE HABBIKUM PabOTHl C OCBOCHHBIM MaTepuanoM c(OPMHUPOBAHBI, BCE
[IpelyCMOTPEHHbIE MPOrpaMMOi OO0y4YeHHUs ydueOHBbIe 3aJaHUs BBITOJHEHBI, KAYeCTBO HX
BBITIOJTHEHUS OIICHEHO YUCJIOM 0aJIOB, OJIM3KUM K MAaKCUMAJIbHOMY.

“OdeHb XOpOoNIO™ - TEOPETUUECKOE COJIEpKAaHUE Kypca OCBOEHO MOJIHOCTHIO, 6€3 Mpo0eoB,
HEOOXOMMBIE TMPAKTHYECKHE HABBIKM PAa0OTBI ¢ OCBOSHHBIM MaTE€pPHalioM B OCHOBHOM
B c(hOpMHUPOBAHBI, BCE MPENYCMOTPEHHBIE POTpaMMOi 00ydeHUs yueOHbIE 3a/laHus BBIMOJI-
HEHBI, KAYeCTBO BBITIOJHEHUsI OOJBIIMHCTBA M3 HUX OLIEHEHO YHCIOM 0ayuioB, OJU3KHUM K
MaKCUMaJIbHOMY.

“XopoI10” - TEOpEeTUYECKOe COJIEP)KaHNe Kypca OCBOEHO TMOJIHOCTHIO, 0€3 MpoOesioB, HEKO-
TOpbIE IPAKTHYECKHE HaBBIKUA PaOOThI ¢ OCBOSHHBIM MaTepHralioM c(hOpMUPOBAHBI HEAOCTA-
C  [ro4HO, BCE MPEIyCMOTPEHHBIE MpOrpaMMol 00ydeHHs ydeOHbIe 3aaHusl BBIIOJHEHBI, Ka-
YEeCTBO BBIMOJIHEHUS HU OJIHOTO U3 HUX HE OIEHEHO MHHMMAJIBHBIM YHCIIOM 0aJliOB, HEKO-
TOpBIE BU/IBI 33IaHUI BBHITIOJTHEHBI C OITMOKAMH.

“Y 1OBJIETBOPUTENHHO” - TEOPETUUECKOE COJEPIKAHUE Kypca OCBOCHO YaCTHYHO, HO MPode-
7Tl HE HOCAT CYIECTBEHHOTO XapaKTepa, He0OXOAWMBIEe MPAKTHUECKUE HABBIKM PabOTHI C
D OCBOEHHBIM MAaTE€pHAIOM B OCHOBHOM C(OPMHUPOBAHBI, OOJIBIIMHCTBO NMPEAYCMOTPEHHBIX
[porpaMMoil 00y4eHus y4eOHbIX 3aJaHUIl BBITIOJHEHO, HEKOTOPbIE U3 BHIMOJIHEHHBIX 3a]1a-
HU, BO3SMOXKHO, COJIEP>KAT OLINOKH.

“ITocpencTBEHHO” - TEOPETUYECKOE COAEpKaHUWE Kypca OCBOCHO YAaCTUYHO, HEKOTOPBIE
[MpaKTUYECKHE HABBIKU pabOThl He CHOPMHUPOBAHBI, MHOTHE MPETyCMOTPEHHBIE MPOrpaM-
MOM 06y’—IeHI/I$I yqe6Hr,1e 3aJaHuA HC BBIIIOJIHCHBI, 00 KaYeCTBO BBLIIIOJIHEHUS HEKOTOPBIX|




13 HUX OLICHCHO YHCJIOM 63.JIJIOB, OIH3KHUM K MHUHHUMAJIBHOMY.

FX

““YCII0BHO HEYIOBJIETBOPUTEIHHO - TEOPETHUECKOE COJIEPKaHIE Kypca OCBOGHO YaCTUYHO,
HEO0OXOIMMBIC MPAKTUYCCKUE HABBIKU PAabOTHI HE C(HOPMUPOBAHBI, OOIBIIUHCTBO TPEIY-
CMOTPEHHBIX MPOTPAaMMON O00y4deHHs YIeOHBIX 33JaHUI HE BBIOJIHEHO, MO0 Ka4eCTBO UX
BEITIOJTHEHUS OLIEHEHO YKMCIIOM OaioB, OJIM3KHUM K MUHUMAJIbHOMY; MPHU JOMOJHUATEIHHON
CaMOCTOSITEIILHOW paboTe Ha/l MaTEPUAIOM Kypca BO3MOYKHO TIOBBIIICHHE Ka4eCTBA BBITIOJI-
HEHMs y4eOHBIX 3aJaHuu.

“be3yciI0BHO HEYIOBIETBOPUTEIBHO - TEOPETUUYECKOE COJIEPKAHUE Kypca HE OCBOCHO, He-
00X0MMbIe MPAKTUYECKHUE HABBIKU PAOOTHI HE CPOPMHUPOBAHBI, BCE BHINOJHEHHBIE Y4eO-
HbIe 3aJaHUs COoAepKaT rpyOble OUIMOKH, JOMOJIHUTENbHAS CaMOCTOsITeNIbHAs paboTa Hall
MaTepuaaoM Kypca He IpHBEAET K KaKOMY-THOO 3HAYUMOMY IOBBIIICHHUIO KauecTBa BbI-

[MOJTHEHUS yUYeOHBIX 3a/IaHH.

5. TumoBble KOHTPOJbHBbIC 32JaHUSI MJIM HWHbIE MATepPHAJIbl, HeOOXOAUMBIe /IS OLEHKH
3HAHMH, YMEHHH, HABBIKOB M (MJIH) ONBITA AeATEJbHOCTH, XaPaKTePU3yOIIMX dTansl pop-
MHPOBaHHUS KOMIIETEHUMII PU W3y4YeHNHU y4eOHO! TUCHUILUIMHBI B IIpolecce 0CBOEHHUA 00-
pa3oBaTebHOM NPOrpaMMbl

5.1 TumoBo#i BapuaHT 3a1aHus 1a00paTOPHYIO padoTy

PeanuzoBates VPN coeaunenue yepes untepHer (poyrep 2911).

Peanu3oBaTe AMHAMUYECKYIO ajpecaluio nojiab3oBarenei, kpoce cepsepoB 1C. K cepsepam 1C
UMEIOT JIOCTYII TOJIBKO OyXTanTepus.

CerMeHThI Pa3HbIX MOJIL30BaTEICH JOIKHBI OBITH B PAa3HbUI BJIaHAX, BJIAHBI B PA3HbIX MTOACCTAX.

[Tonb3oBaTenu cerMeHTOB B pa3HbIX (uiIHanax J0KHBI BUAETH IPYT Apyra.
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5.2. TunoBo#i BapMaHT KOHTPOJIBHBIX BOIIPOCOB Ha TaOOPaTOpHYIO paboTy

1. B uem npeuMyIiecTBa CTaTHIECKON MapIIpyTH3aIuu?

2. laifTe XxapakTepUCTHKY NTapaMeTpaM CTaTUYEeCKOM TabJIMIbl MapIIpy TU3aLUN?

3. Kakue stambl mpu yCTaHOBKE YCTPOWCTBA MPUCYIIM MaplIpyTH3aTOpaM KOMIAaHUU
CisCO, HO OTCYTCTBYIOT Y KOMMYTaTOPOB?




4. KaKYIO n3 YKaBaHHLIX HMKXC KOMAaHJI MOXHO BCTpCTI/ITB B HHTCp(i)efICC KOMaHIIHOﬁ
CTPOKH MapLIpyTHU3aToOpa, HO HE KOMMYyTaTopa?
- xomana cloc rate;

- komanja ip address macka aapec;
- komanja ip address dhcp;
- xomana interface vlan 1

5. Uem otnuyarotcs nHTEpdEchl KOMaHTHOW CTPOKH MAapIIPyTHU3aToOpa U KOMMYyTaTopa
kommanuu Cisco?

6. Kakas u3 ykazaHHBIX HW)K€ KOMaHJ HE MOKaKeT HacTpouku |P-ampecoB U mMacok B
yCcTpoicTBe?

- show running-config;

- show protocol mun nomep;
- show ip interface brief;

Show version

7. Ilepeuncnute OCHOBHbIE (DYHKIIMM MapIIpyTH3aTOpa B COOTBETCTBHM C YPOBHIMM MOJEIU
OSI.

5.3 Bonpocs! K 3k3aMeHy

1

2911

Nposaiigep

PC-PT
PC3(1}

WLANZ

INTERMET




[Toctpouts ceth pumana. Hacrpouts NAT mns dunmana. Peanu3oBarh JIOKambHBIN JOCTYN K
Cepsep ans nons3oBateneil u3 cermenra VLAN2. [lonb3oBarensam u3 cermenta VLAN3 paspe-
Tk Joctyn K INTERNET. Bee monb3oBatenu PC mommkHBI BUIIETH APYT Apyra

2

U

WLAN3 FC-PT

( PC16

¥

PC-PT
PC13

: 3 . T— F
— e
e VLANZ D PC-PT VLANZ PEPT

iCC,T]PZT __{J PCAT PC18
PC-PT
PC14

[TocTpouts ceth pumana. [lonb3oBaTenu u3 onunakoBeix VLAN m0IDKHBI BUAETH APYT ApyTa.

3

[Moctpouts cets dpunmana. [Tonp3zoBarenu n3 onuHakoBbIX VLAN 10MDKHBI BUIETE APYT ApyTa.



TANAN
PPCEET 11 2811
MNATH Router4
g 2960-24TT e
WEB Server Switch il
ANNMAHICTRATOP
e
p C—F‘TJ INTERMNET
PC&

[ToctpouTts cers pumana. Hacrpouts NAT miist punmana. Paspemmuts nocryn k WEB Server u3

cet INTERNET. Bce monb3oBarenu PC momkHBI BUIETh OpyT Apyra. PazpemuTs monp3oBare-
o PC6 u PC4 noctyn x cetrn INTERNET.
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~ —

1 291;1
DHCP MPOBAIAZEP

e 3560-24P5
Multilayer Switch1

o
PC-PT FEE;T
pCT

[Toctpouts cetr ¢punmana. Hacrpouts NAT mns punmmana. PeanuzoBars THHAMHUYECKYIO aape-
caruro JuIs mmoJsib3oBareseid, B kauectBe DHCP-cepBepa BricTymaet poyrep DHCP. Bee mosnb3o-
BaTenu PC OIDKHBI BUIETH IPYT APYyTra U BEIXOJUTH B HHTEPHET.
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281

PCO(1) PC2(1)

INTERNET

[Moctpouts cets dpunmana. Hactpours NAT mns ¢punmmana. Peanw3oBaTh JTOKAIBHBIN JTOCTYI K
Cepsep mns monb3oBareneit u3 cermenra PCO u PC1. TMoms3zoBarensim PC3 u PC2 paspemmuts
noctyn k cetr INTERNET. Bee mons3oBarenu PC 10/KHBI BUACTH APYT APYyTa

20650-24
Switchs

[Moctpouts cets punmana. [Tonp3zoBatenu u3 onuHakoBbiX VLAN n0omKHBI BUIETH APYT ApYyTa.
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PC12 PCia

[Toctpouts cetsb ¢punmana. [Tonp3zoBarenu n3 onuHakoBbiX VLAN 10DKHBEI BUIETH APYT ApYTa.
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[Moctpouts ceth prummana. Hactpouts NAT mns punmmana. Paspemmrts moctyn k WEB Server us
cet INTERNET. Bce monb3oBatenu PC 1omkHBI BUIETH OpyT Apyra. PazpemuTs monp3oBare-
a0 AJIIMUHUCTPATOP noctyn k cetu INTERNET
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Tunuan

PC3 Server-PT
Cepaep 1

[Moctpouts cers ¢pmmana. Hacrpouts NAT mnst ¢punmana. PeannzoBaTh TUHAMHYECKYIO ajape-
caruro JJis mmoJjib3oBareneid, B kauectBe DHCP-cepBepa BeicTynaeT Cepep 1. Bee monb3oBarenu
PC momxHBI BUIETH IPYT APYTra U BEIXOJUTH B UHTEPHET

11
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1 2811
oHCP NPOBAINIEP

3560-24P5

. . witch3 Server-PT
Multilayer Switch1 Serverd

Server-PT
Server2

- sl s
PCPT  PCPT PC-PT PC-PT
PCT PCE PCS PCA10

[Moctpouts cerb pumuana. Hactpouts NAT mns ¢punmana. Peann3oBarh TUHAMUYECKYIO aape-
caruro JuIs moJsib3oBareseid, B kauectBe DHCP-cepBepa BricTymaer poyrep DHCP. Bcee mosnb3o-
BaTenu PC MOIDKHBI BUIETH IPYT APYyTra U BEIXOJIUTHh B HHTCPHET.
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PC18

[MoctpouTts cers pmmana. Hacrpouts NAT miist dunmana. Paspemmts noctyn k WEB Server u3
cet INTERNET. Bce monb3oBatenu PC momkHBI BUIAETH OpyT Apyra. PazpemuTs monp3oBare-

a0 AJIIMUHUCTPATOP noctyn x cetu INTERNET



