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Pabouas mporpaMma JDMCIHIIMHBEI «3aluTa KOMIBIOTEPHOH HWH(pOpManuu» pazpaboTaHa B
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1. Ilean n 3ana4n 0CBOEHUS IHCHUTLIHHBI

Lenp ocBOGHMS TUCLMILIMHBL «3aliTa KOMIIBIOTEPHOW MHpOpMaunu» sBiseTcs (GOPMHPOBAHUE Y CTYACHTOB
YCTOWYMBBIX HABBIKOB PAOOTHI B CJIOKHOM CETEeBOH MHPOPMAIIMOHHOH Cpezie COBPEMEHHOI0 NIPEANPHATHSL, o uca.
3aga4aMu 0ceoeHUs OUCYUNTUHBL « 3aUUma KOMNbIOMEPHOU UHGopMayuuy s6Is1I0Mcs. T0JlydYeHUE CBEICHUH O CoBpe-
MEHHOM COCTOSTHMH ITpo0iieM obecrieueHns: NHGOPMALMOHHON 0E€301aCHOCTH KOMIBIOTEPHBIX CHCTEM, CYILECTBYIOIINX
yrpo3ax, Bumax obecrmeueHus b, MeTomax m cpeacTBax 3amiuThl MH(POPMAIMH, OCHOBAX MOCTPOEHHS KOMIUIEKCHBIX
CHCTEM 3alIUTHl, OCHOB MIPAaBOBOTO PETYJINPOBAHMS OTHOLICHHH B MH(POPMAIIMOHHOH cepe, KOHCTUTYLIMOHHBIX rapaH-
THH MpaB TPaXJaH Ha MOJydeHHe MH(OPMAIMM M MEXaHW3MOB MX pealn3alliy, MOHATHH W BHAOB 3alUIIAEMON HH-
(hopmarmm.
2. Mecto nucuuminnsl B ctpykrype OITOIIT

JucrnuruimHa «3amra KOMIBIOTEPHOH HH()OPMALU OTHOCUTCS K TMCUUILTMHE 110 BEIOOPY BapHaTHBHON YacTH
b1.B./1B.03.02 OIIOIT BO no nampasienuo 38.03.01 DxoHoMUKa, Mpoduiab «IKOHOMUKA NPEANIPUATHH U OpraHu3a-
UH (CTPOUTENHCTBO)». UnTaeTcs Bo 2 ceMecTpe Ha OYHO-3a09HOM OOy4YECHUH.
3. TpeGoBaHus K pe3y/ibTaTaM OCBOCHHMS IMCUUILIUHBI:

M3y4yeHne IUCIMIUIMHBI HAPABJICHO Ha (JOPMHUPOBAHNE KOMIIETCHIINH NPUBECHHBIX B TA0IHUIIEC HIXKE!

Kareropus K .,
(rpynma) Kol i HANMeHOBAHME 011 1 HANMEHOBAHHE HHIUKATOPA I0CTHKEHUSI YHUBEPCATbHOIT
. KOMIIeTEeHIMH
KOMIeTeHIHii
YHuBepcalibHBIC KOMIICTCHIIUH U HHIUKATOPBI X TOCTHXKCHUS
Cucremuoe u | OIIK-5. Criocoben nc- W onk-s.1. CIoCOOEH IPUMEHATH O0IINE WITH CHIEIIHATH3HPOBAHHBIE T1a-
KPUTHYIECKOE | MOJH30BAaTh COBPEMEHHBIC | KETHI MIPHUKIIAJHBIX IIPOTpaMM, IpeIHa3HAUCHHBIC IS BHITIOTHEHUS TIPO-
MBIIICHHE WHPOPMALMOHHBIE TEXHO- | (PeCCHOHATBHBIX 33134
JIOTHH U TIPOTPpaMMHBIE W onk-s.2. CocoOeH BEIOMpaTh HHCTPYMEHTApHiL 00pabOTKH U aHAIH3a
CpEICTBA MPU PEIICHUU JTAHHBIX, COBPEMCHHBIC HH(POPMAIIMOHHBIC TEXHOJIOIHU U IPOrPAMMHOE
npo)eCCHOHANBHBIX 3a7]au | 00ECIICUCHHUE COOTBETCTBYIOIINE COACPIKAHHIO MPO(ECCHOHATBHBIX 3a-
Ja4y
OIIK-6- Cnioco6er nouu- | Mopi.e.1. CIOCOOCH HOHUMATE HPUHIIMITBI PA0OTHI CIICIIHMATH3HPOBAH-
MaTh IPUHITUIIEI paOOTHI HBIX TTaKEeTOB MPUKIIAJHBIX POTPaMM, IIpeJHa3HAUCHHBIC AJIS BHITIOTHE-
COBpPEMEHHBIX HH(OpMa- HUS IPO(HECCHOHANBHBIX 33124
LIMOHHBIX TEXHOJIOTHI 1 W onk-6.2. CIOCOOCH OHMMATH IPUHIIAITBI COBPEMEHHBIX HH()OPMAIIHOH-
HCTIONB30BaTh UX IS pe- HBIX TEXHOJIOTHH U M CIIOJIB30BaTh HHCTPYMEHTapHil 00paObOTKH U aHa-
IICHHUSA 33134 MPodecCHo- | JIn3a NaHHBIX, COBPEMEHHbIC HH()OPMAI[OHHBIC TEXHOJIOTHH U TPO-
HaJbHOU JAESITeIbHOCTH rpaMMHOE 00eCIeUeHHEe COOTBETCTBYIOIIUE COIEPIKAHMIO ITPOdecCro-
HaJbHBIX 3234
TIK-3. W31 CriocobeH BBIABIATH, aHATH3UPOBATEH U OIICHUBATH (CTETICHB )
CrmiocoOeH OCYIIEeCTBIATh | YPOBEHb PHCKA U pa3padaTbIBaTh MEPOTIPHUSTHS IO X MHHUMU3AIIH
cOop u ananmm3 uHpopMa- | U3, Ciocober opopMIIATh pe3ynbTaThl ON3HEC-aHAIHN3a B COOTBET-
LMK IS 1eeit Ou3Hec- CTBHH C BRIOPAaHHBIMH MOIX0TaMHU
aHajauza N]nk.33 CrocodeH npuMeHsTh HH)OPMAIIMOHHBIC TEXHOJOTHH B IIEIIAX
HpoBe/IeHNsI OM3Hec-aHaIn3a

4. CTpyKTypa U cojiep:KaHue THCIUIIHHBI (MOIYJIsT)
4.1. Pacnpeodenenue Tpy10eMKOCTH B 3.e./4acax nO 6UOAM AyOUMOPHOU U CAMOCHOAMENbHOU PAOOMbI CHYOEHM 08
nO cemecmpam:

KosmmaecTBo yacoB
B ToMm uucne

Cemectp | TpymoeMKkocCTb, AYIIUTOPHBIX Camocr. DopMa KOHTpOJIS
3.e./4ackl Beero Texumii [MpakT. 3aH. J1a6. 3ans- | Pabotsr
(I13) tuii (JI3) (CP)
2 33.e/108 108 10 20 - 78 3a4€T C OICHKOMN
Uroro: | 3 3.e./108 108 10 20 - 78 3a4éT C OLIEHKON
4.2. Pacnpedenenue 61008 yUeOHOU padomul u uX mpyooemMKoOCHU RO PA30enam OUCUUNTIUHDL
KonnuecTBo uacos
No HaumeHnoBanue pa3zzaenos Bcero AynuropHas paboTa CP
JI 113 JI3
1. | Pazgen 1 Cpencrsa 3amutsl HHGOpMALHK 52 4 10 - 38
2. | Pazpen 2 Kpunrorpadus 56 6 10 - 40
Bceeo: 108 10 20 - 78
4.3. Temamuueckuii n1an no 6udam yuedHoll OeamenabHOCmuU
Jlekuun
Howmep pas- Y4eOHo-
No O0bem T HaTJISITHBIE
/| ACTAAMCHHE= o coB cMa JICKIH ocoous
TUTHHBI
Pasnen 1 Cpencrra 3amuThl HHGOPMAIUK
1 1 2 Beenenue. OcHOBHBIE MOHATHS HH()OPMAILIMOHHOM Oe30mac- VII
HocTh. Yrpo3bl. Kanans! yreuku nHpOpMamu
2 1 2 3akoHOmATEIbHBIC, OPraHU3AMOHHBIE, MOPAITHHO-3THICCKUE VII
CpeJICTBA 3aIIUThI HHPOPMAIIHH
Wroro no pasneny 4
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Pasnen 2 Kpunrorpadus

3 2 2 ®duznyecke, TeXHUIECKHUE, IPOrpaMMHbBIE CPEICTBA 3aIUTHI yIiI
nH(opManun
4 2 2 Wpentndukanus u ayTeHTUQUKALMS YII
5 2 2 Kpunrorpadus. D11 u aaropuT™Msl XeIUPOBaHUS VI
Htoro mo pazgeny 6
Hroro: 10
VYII -Yuebnsle nocobus
IIpakTHyeckue (CeMUHAPCKHUE) 3aHSTHSI
Ne Howmep 06 VYuebHo-
0 BEM
v paszena HACOB Tema npakTHUECKOTO 3aHATHS HarJsiAHbIe
IUCIUTUINHEL rnocooust
Paznen 1 Cpenctra 3amuThl HHGOpMAIHH
1 1 2 Joxtpunsr b MP
2 1 2 IMosmtrka 6eszomacHoctd Windows. Ynpasierne 1ocTynom MP
3 1 2 [MaponbHas 3amuTa nHGOpManuy. bezonacHOCTh BHENTHUX HAKOIH- MP
Tele
4 1 2 AnTusupycHoe I10. ApxuBupoBaHue JaHHBIX MP
5 1 2 3amuTa TeKCTOBBIX TJOKYMEHTOB M 3JICKTPOHHBIX TaOJIHI]
HWroro no 1 pazz. 10
Paznen 2 Kpunrorpadus
6 2 2 Kpunrorpaduueckue aropuTMsl MP
7 2 2 MartemaTrdeckas Kpunrorpadust MP
8 2 2 CummeTpryHOe MHppOBaHHE MP
9 2 2 AccumerpuuHoe muQpoBaHue MP
10 2 2 Wpentudukanus v ayreHTHOUKAIMS MP
Hroro no 2 pasn. 10
Hroro: 20
MP -MeTtoanuyeckre peKOMEH AU
JlaGopaTopHble paGoThl HE IPEAYCMOTPEHBI.
CamocrosiTesibHasi padoTa 00y4aoerocs
No Paznen
- /II TUCIHAIIIN- Tema u Bug CPO TpyaoeMKocTh
HbI
Pasnen 1 CpencTBa 3auiuthl HHGOPMAIIUU
1 1 OcHoBHBIE IOHATHE HHPOpPMAaMOHHON Oe3onacHoCcTH. [3 6
2 1 Yrpo3sl nHGopMarmoHHo# OezomacHocTH. 13 6
3 1 Kanans! yreukn nadopmarn. 13 6
4 1 3akoHOAATENbHBIEC CPEJICTBA 3alTUThl HHPopMarmu /3 6
5 1 OpraHu3alMoHHbIe CpeICTBA 3auThl nHpopMarmu . J13 6
6 1 MopaibHO-3THYECKHE CpeAcTBa 3amuThl HHopmarun . J13 8
Hroro no pasneny 1 yacos 38
Pasnen 2 Kpunrrorpadus
7 2 Du3HuecKUe U TEXHHUYECKHE CPEICTBA 3alTUThl HHpopManmu /13 5
8 2 CoBpeMeHHbIe CUMMETPHYHBIE KpUITOCHCTEMBI /13 5
9 2 Mertoms! creranorpadun /13 5
10 2 AcuMMeTpUYHBIE KpUOTOCUCTEMBL. J13 5
11 2 [Iporpammusle cpencTBa 3amuTsl HHGopManuy . /13 5
12 2 AntusupycHoe I10. 13 5
13 2 Wnentudukarms u ayreHTuduKanms. /13 5
14 2 Kpurrrorpadus. 13 5
Hroro no paszeny 2 yacos 40
HUtoro: 78

13 — nomamnee 3ananne; CUT — camoctosTensHOE n3ydenue temsl; MJIJI — n3ydeHnne TomoTHUTEIbHOM TNTepaTyphl.
5. [IpumepHasi TeMaTHKA KYPCOBBIX MPOEKTOB (PadoT): He NPEeTyCMOTPEHBI

6. YueoHo-MeToquueckoe 1 HHGPOPMANNOHHOE 00ecTiedeHne TUCIHILTAHBI (MOITYJIsT):

VYueOHbIH npolecc 00eceynBaeTCsi COOTBETCTBYIOIMIMMHE CITyKOaMH. JTO, BO-NIEPBBIX KOMIBIOTEPHBIE KJIACCHI C JIO-
KaJbHBIMH CETSIMH; OMOIMOTEKa ¢ MOCTOSHHO OOHOBISEMBIM (OHAOM; HOCTYMHBIN Internet 1 MeToxMYecKUMHU pa3pa-
60oTKamMu Kadeapsl.

Copepxanne y4eOHO-METOANYECKOTO, HHPOPMAIMOHHOTO W MaTepHAIBHO-TEXHMUECKOTO OOECTIeYeHUs TaHHOM IC-
LUTUTHHBI, HAYWHAS CO CIIMCKA JINTepaTypHI.




6.1. OcHoBHasl JuTEpaTypa:

DIIEKTPOHHOM
BEPCHH

Ne | HawmmenoBanue yueOHMKa, y4eOHOTO TOCO-

/o Oous ABTOp

T'on
M3IaHUs
Kon-Bo
9K3EMILISIPOB
DICKTPOHHAS
BepCHs
Mecto
pa3merieHus

OcHOBHasI TUTEpaTypa

Beenenne B uHpOpMannoHHYIO Oe3omac-
1. | HOCTh aBTOMAaTH3MPOBAHHBIX CHCTEM : yueO- | bonmapes B. B. 2016 | - eCTb kab. DUP
Hoe nocobue

2 Wndopmannonnas Ge3omnacHocTh: YueOHOE

Slcenes B.H. 2017 | - €CcTh Kxa6. DUP
rnocooue

JloTioTHUTEIbHAS INTEpaTypa

Beenenne B kpunrorpaduio: Teopermko- | esa E.W., Kotoa
1. | yncnOBBIE OCHOBBI 3AIIUTHI HHPOPMALINH. JI. B. 2022 | - eCTb kab. DUP
VYuebHOE ocobue

6.2. [Iporpammuoe obecnieyenue 1 UHTepHeT-pecypcenl:
1. https://www.itsec.ru/information-security - skypHaii, OCBSIIEHHBINH aKTyaJIbHBIM BOIIPOCAM

b

2. https://wikisec.ru/ —sunukoneaAns HHPOPMALMOHHON OE30MACHOCTH
6.3. MeToanuyeckue yKa3zaHusi 1 MATePHAJIbI 10 BUIAM 3aHATHIA:
https://view.joomag.com/3KN/06544610014761086457?preview — 3JICKTPOHHBIE METOIMYECKHE
yKa3aHMsl K BBITIOJIHEHUIO JIAOOPATOPHBIX paboT 1o «3aImunTe KOMIBIOTEPHOW HHPOPMALIUNY, pa3-
pabotuuk bornanosa B.A.
https://sites.google.com/view/bogdanova-zki/rinaBuas?authuser=1 — caiiT MOAACPKKH B H3yUCHUN
nH(pOpMallMOHHOHN Oe30macHoCTH, pa3padoTynk bormanosa B.A.
7. Mamepuanvho-mexnuueckoe obecneuernue OUCUUNIUHBL (MOOYIA):

MatepuraabHO-TEXHHUYECKOE O0CCIIeUeHNE BKIIOYACT B ce0sl CIEIUAIIEHO 00OpYyIOBAaHHBIC
KaOWHETHl U ayJIUTOPUU: KOMIIBIOTEPHBIE KIIACCHI, ayIUTOPUHU, 000PYIOBAHHBIE MYJIbTUMEIUINHbI-
MU CpeJICTBaMH O0yUYEHUSI.

Hcnonb30BaHre 2JIEKTPOHHBIX YUCOHMKOB WM JUCKOB-TPEHAXEPOB B TpoIecce OOydCHHS
JIOJKHO 00ecrieynBaThCs HAJIUYHEM BO BPEMSI CAMOCTOATENIbHON MOJITOTOBKH padodero Mecra Jis
Ka)KI0ro 00yJaromerocs B KOMIbIOTEPHOM KJIacCe MMEIOIEro BbIxo ] B IHTEpHET, B COOTBETCTBUU
¢ 00BEMOM U3Yy4aeMOil TUCHIUTUTHHBIL.

8. MeToauueckue peKOMEHIANMHU M0 OPraHU3ANMN U3YYeHUs TUCHUTINHBI

B yuebnoM niporiecce aiist GopMUpOBaHUS U pa3BUTHS MTPOPECCUOHATBHBIX HABBIKOB CTY-
JIEHTOB JTOJKHBI UCTIOJIB30BaThCS CleAyronue GopMbl paboTHI:

1. JIekunu ¢ MyabTUMEIUIHOM Npe3eHTanuei nHpopManuu.

2. [lpakTuyeckre 3aHsATHS PEKOMEHIYETCS MPOBOJANTH HA OCHOBE IHUPOKOTO MCIIOJIH30BAHUS
AKTUBHBIX W MHTCPAKTUBHBIX (DOPM MPOBEICHUS 3aHATHH: CEMHHAPOB B JIUAJIOTOBOM PEKUME, JIe-
JIOBBIX M POJIEBBIX UTP, pa30opa KOHKPETHBIX CUTYAIUH, TPYNIOBBIX JTUCKYCCHH, 00CYXIeHUs pe-
3yJbTaTOB PA0OTHI CTYAEHUYECKHX UCCIIE0BATEIbCKUX TPYIII.

B kauyecTBe 0COOCHHOCTH OpraHM3aIllMU CAMOCTOSITEIILHOM pabOTHl B MPOIECCE U3YUCHUS
JTUCIHUTITMHBI OTMETHM TO, YTO /8 4acoB BBIJEICHO Ha CAMOCTOSATEIbHYIO padOTy Ha OYHO-3a04YHON
dbopme oOyueHusl.



https://www.itsec.ru/information-security
https://wikisec.ru/
https://view.joomag.com/ЗКИ/0654461001476108645?preview
https://sites.google.com/view/bogdanova-zki/главная?authuser=1
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9. TexHoJsiorH4ecKas KapTa AHCHHILIHHbI

Kypc 2

Tpyrma BI124BP66K1

Cemectp 2

IIpenonaBaTens — IeKTOp — K.ILH, Jioll. kad. B.A.Boraanosa
IIpenonasatens, Beqymuii NpaKTUYECKUE 3aHATHS: K.IL.H., 1011 Kad. B.A.Bornanosa
Kadenpa IIpoMbIIUIeHHOCTS B HHOPMALHOHHBIC TEXHOJIOTHH

KonnuectBo yacos
B ToMm uucne
Cemectp prﬂO/eMKOCTb, AyIHUTOPHBIX Camocr. ®dopma KOHTPOJIA
3.e./dacsbl 3 I[TpaxT. 3aH. JIab. 3ans- | Pabotsl
Bcero Jlexiwmii P (I3) Tuit (013 (CP)

2 33.¢/108 108 10 20 - 78 3a4€T C OLIEHKOMH
Hroro: | 3 3.e./108 108 10 20 - 78 3a4€T C OLIEHKOI
@opma Texymeii aT- MunumaibaoeMakcumMaibHoe

NeCTA PacuudgpoBka KOJIHYECTBO | KOJHYECTBO
06aJ1710B 0aJ1JI0B

KonTposs noceinae- IHocewenue 1eKYUOHHBIX 3aHAMUIL 1 10

MOCTH 3aHSTHI Ilocewenue ceMunapcKux u NPAKMUYeCKux 3ams- 1 1
muil

Texkymuii KOHTPONb BeeneHue. 2 4

pabotbl Ha cemuHap- | OcHoBHble nonstust Ub 2 4

CKMX Y MPAKTUYECKUX | Yrpo3bl HHPOpMALIMOHHOI 6€30macHOCTH 2 4

3aHATHAX Kananel yreuxu uHbOopMauuu 2 5
3akoHOzaTeNbHbIE CPECTBA 3aILUThI MH(OpMa- 2 5
LUK

i OpraHu3aluMOHHBIE CPeCTBA 3alUThl HH(opMa- 2 4

MU
MopanbHo-3TUYeCKHe CpeACTBa 3allUThl HH(Op- 2 4
Mauuu
Du3rvecKre CPeACTBa 3aLIHThl HHOPMALIHK 2 4
TexHuueckue CpeacTra 3auuThl uHpOpMaIuu 2 5
[TporpaMMHble cpelcTBa 3aLUThl HHGOPMALMH 2 4
[IporpaMMHBi€ CpeCcTBa 3aIUThI MHpOPMALIUY 2 4
Anrusupycnoe [10 2 4
Wnentudukauus v ayreHTUPUKALMS 2 4
Kpunrorpadus 2 4

Py6exnblii kontpons | 1. KonrposnbHas pabora Nel 5 15
2. KonrponbHas pabora Ne2 5 15

Htoro konuuecTBo 40 100

6aJuToB Mo TeKyLlel

aTTeCcTaluH

[TpomexcyToyHas at- 3aueT ¢ OLIeHKOH 10 30

TeCTaLus

Hroro no aucuu- 40 100

TUIMHE

Ecnu ctynent nabpan menee 40 6anio, 1MO0 JKenaeT MOBBICUTH MOJYYEHHYIO UM aBTOMAaTHYECKHM
MyTeM OLEHKY, OH caeT 3k3ameH. OfLuas cyMma 6aioB Npy MPaBUIIBHOM H [1OJTHOM OTBETE HA BCE BOMPO-
cbl pasHa 20. [TonyueHHbIe Ha IPOMEKYTOUYHOM aTTecTallu Oaibl CyMMHUpPYIOTCS ¢ HaOpaHHbIMM OalliaMu
10 TeKYILUei aTTecTallMy U OLIEHKA BBICTABJIAETCS MO CIeAYIOLIEH LuKane B MepecueTe Ha MPUMEHAEMYIO B
dunuane 5-6annbHyio WKany oLeHOK: 5 (OTIMUHO) - 33 90 u Gonee Gannos; 4 (xopowo) - 3a 70-89 Ganna; 3
(yZmoBneTBOpUTENbHO) - 32 40 — 69 Ganos.

CocTaBuTesb /4Z’ B. A. BoraaHosa

3aB.kadpenport [TuHUT

3aM. nupekTopa no YM

.A. MapyHuy

/ H.A.KonecHuueHKo




