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1. Qenu u sadaqu ocroeHan duc4unnunnt
Ile,rr ocBoeur4r yue6uoft Ar4crlr4rrnr4urr <3arqrara nn$oprr,raqr4n) - o3HaKoMr4Tb cryAeHToB c

opraHI,I3aqI{oHIrbrMI4, TexHrlqecKrlMrr, arfopI4TMnrIecKr4MI,I rI ApyfI4MI4 MeToAaMI[ I4 CpeACTBaMI4 3aII$[Tbr
KoMrrbrorepr{ofi raH$opvrar1.krv, c 3aKoHoAareJrbcrBoM rr cranAapraMr{ B srofi o6racrr4, c coBpeMeHHbrMr4

Kptrnrocl{creMaMl4; rr3) {I,ITb MeroAbI Ia4enrn(praxaqun rtp]I [poerTl{poBanvtu aBToMarl43r{poBaHHbrx

cr{creM o 6p a6 orxu un (p oprra aq vv v y np aBrreHr4.f, (A C OI4y).
3aAaqauu ocBoeHr4.tr yre6Hoft Ar4crlrlrrnr4Hbr flBtrrrorc.fl :

- I{Merb rlpeAcraBneuue o6 [c[oJrb3oBaHr{r.r ocHoBHbrx uoroxreurafi Teopr4r4 r.rn$oprr,raqraoHnofi

6esouacHocrrr B pa3nl4qHblx o6nacrqx ACOITIy u rrMerb npeAcraBJreHlre o HanpaBneHm pasBlrrutfl. lr
nepc[eKTrzBax 3arrlrlTbr unQopnaaqull;

- 3uarb [paBoBble ocnoBbr 3alrlr,rrbr KoMrrbiorepuofi rau(fopMagl1 opraHr43arlr4onHble, TexHurrecKne
[porpaMMHble MeroAbI 3alrlrrrbr rzn(poprraaqura n ACOVIY, craypaprrr, MoAenrr pr MeroAhr ruuSponanur,
MeroAbI u4eirrir$raxarlr4r,r rroJrb:onarerefi, MeroAbr 3arrlr{Tbr [porpaMM or Br{pycoB;

yMerb rIpI,IMeH.{Tb MeroAbI3arrlr4Tb.r KoMflbrorepHofi un(popMarlr4r4 irpu npoeKTurpoBaHvu ACOI4V n
pa3nr4qHbrx rrpeAMerHbrx o6lacrsx.

2. Mecmo duc4unnuuu 6 cmpyKmype OOII BO
,{racqunrrana <<3arqura un(foprraa:q:zt:a>> ornocrrrcs K

o6sgarenrurx Aracrlr4rrnrlH (ruoaynefi) p'rrfl HarrpaBneHr4s
r4HX{eHepl4r).

lnx ocnoelr.nfl rvrcrJvrrIJIIrHbI <3arqrara ran(popiraaqrnru o6yuarorqr4ecr r4crronmyror gHa*rrs., 11vrenrrfl,
HaBrIKI{, cnoco6tr Aesrerbnocrlz 14 ycrauoBKr4, cSopiranpoBaHHrre B xoAe vg;'.q1e]gI]1rr Al{cqunnl{H:
<llccne4onaHl{e orrepaqzfi>>, <OcHoBbr rrporpaMMr{poBaHux> <Oneparlr4oHHbre crrcreMbr), <Apxurexrypa
3BM), <Bnegenze B arrropr{TMbr).

OcsoeHlre Alrcqvlnl4H5l llJanlzro uu$oprr,raqvpD> sBrseros ocHoeofi AJU{ nocneAyroqero HalkrcalLrs.
errnycxHoft r<ea-uuQur<aqraonuoft pa6orrr.

3, Tpefoeunua K pe3ynbmamaM ocnoeHun duc4unnuruu
Irlre Ar4crII{nJII4Hbr HarrpaBneHo ua soprvrrzpoBaHl4e cneAyroqr4x r<orranereuqzfi:

Koa
KOMTIETEIIUIIII

(DopuynupoBKa KoMrrererrq[u

IIK-1 foronnocrb rrprdMeHrrr ocHoBHbre MeroAbr u r4HcrpyMeHTbr paspa6orxz
lporpaMMHoro o6 ecneqewvrfl'

rrK-21 Bna4enrae HaBbIKaMI4 qreHr{r, rroHl{Mar{rlg rI BbIAeJreHvg mannoft zAeI,I npoql4TaHuoro
HCXOAHOTO KOAa, AOKlT\4eHTarInII.

B pesyltrare ocBoenr4.f, Arrcukrnnr4Hbr cryAeHT AoJDKeH:
3.1.3narn:
- ocHoBbI 6a3oeofi [oAroroBKI4 crlelllaaJrrrcroB, neo6xoAlrlaofi Anfl ycnerrruoro t43yqe1krs.

c[eIIIlalIbHbIX AIrcIII4rrIrvrH vr rlocneAyroqefi Hayruo-TexHrrr{ecKofr. u opraHr{3arlr{oHHo-Mero4rauecxoft
AetreJlbHocrrr, ce-f,sauHoft c [poBeAeHrreM HafrHbrx raccne4oeaHrafi v oqeHxoft e@QerrunHocru
paspa6oranHbrx flpeAnoxenzfi , rdx BHeApeHraeM B pa3nr4rrHbrx o6nacrrx;

pa3[r{rrHbre MeroAbr 3arru,rrbr uu(popnraqrau;
pa3rr4qHbre cuoco6rr 3arrlrlTbr zn(f oprraaquz;
grarrbr peafla3arlr4rl KoMrrsrorepHbrx MareMaruqecrr4x uoAeleft .

3.2. Vnrerr:
pelllarb npo6nellrr 3aIrII{TbI rzH$opuaqura, crorrr1lre [epeA coBpeMenuofi nrrqucrurensnofi

texnnxofi;
rlcrloJlb3oBarb flonf{eHHble snanvfl. !:rfl rrpaBr4nbHoro nrr6opa perueHraft [pr4 pa:pa6orre

Kprrnrorpa(fuuecxux cpeAcrB 3arrlr{T6r ran(f oprrraqurE.

napuaruuuoir qacrtr 6noxa (E1.B.12)
roAroroBKr{ 2.09.03.04 <flporpauuuaa



3.3. B.naaerr:
TeopeTr{qecKl4Mlr 3HaHIITMTI u [paKTtItIecKr4Mr4 HaBbrKaMn npa pemeH]IpI

o6ecue.reHnro un(popnaaquonHofi 6esonacuocnr;
MeroAaMr{ r,r cpeAcrBaM[ 3arrlrrrbr zn(poprvraqwBpa3ruqHbrx rrpeAMsrHED( o6nacrm;
ocHoBubrMlr MeroAaMrr v cpeAcrBaMr4 3arrlr4Tbr KoMrrbrorepuofi rtn(pop:lap'r\wv.

uero4raxoft BbIrrI,IcJII4TeJIbHoro 3Kc[epI{MeHTa Ha KoMrrbrorepe.

Cmpyxmypa u cod epercuaue d uct4umuvbt

4.1. Pacnpedeneuue rpyAoeMKocrrr B s.e.lqacax no eadam aydumopaort u cgnocmoamenoruofi
padomu cmydeamor no cewecmpnM

Ceyecrp

Koru.recrso qacoB

(Doprvra

IrroroBoro
KOETpOff

Tpyaoeira-
KOCTb,

g.e./.racrr

B tou rII4cJIe

Avanroonrx
Cauocr.
pa6oraBcero JIerqr.rfi

Jla6.
oa6.

llparcruv.
3AHflTVIfi-

7
5/1 80

72 36 36 72
3rgaMeu

llroro: 5/r80 72 36 36 72 SxsaMes

TtlnoBbrx 3aAaq ilo

4.

4.2. enue eudoe u ux movdoemKocmu no nodvnntw dacuunnuuu

i\b
pa3-

,(eJra

Hauprenonanr,re lr ogynefi

Ko;rraqecrBo qacoB

Bcero
Ay4nropnaa

na6ora
Bneayg
pa6ora

(CP)JI n3 JIP

I

Ocrosrr uu(poprraaquonuoft 6egonacnocru.
OcrroeHrre rroHJrrrur n olpe,{eneurrr. llonrErura
rocyAapcrBa B o6nacru zu(popuaqraonuofi
6esouacHocr[. Yrposu v HapytrrrrreJrr4

6 eg onacno crra ran 6 op Marrurkr

6 6

2
Zcropuuecxufi o6sop Kpr4rrolpa$uvecrux MeroAoB
3 arrlrrrbr un $ opnaaqv u. Meprr o 6 e cne.reH krfl , gaulprrr;r

ran&opvrauura
20 4 t6

J
KpraurorpaSuuecxue MeroAbr 3atrIr4Thr

nHSopnraqnu. Creranrpa(fuuecrar 3arqura
wu&opnaaqrara

38 8 l4 t6

4
MoAem yrpo3 6egonaurocrra vn(poprraaqrara.

MeroArr KorrrpoJur pa3rpaHrrqeHr4r .{ocryna.
Opranusaqr{oHHbre Mepbr 3arrl}rrbr nu$oprrraquu

40 l0 t4 t6

5
Texnnqecx as. sar\Lrra nn(f opuaqzu. IIporpaMMHo-
TexHllqecKlae Mero.[br 3arrrtrrbr nn$opruaqupr

24 4 20

6
flomlrrana 6esonacHocrn. Czcrenasr o6uapyx envrs. vt

rrpeAoTBparqeHr{s KoMrrbroTepHbrx aTaK
16 4 8 4

I{roro: r44 36 36 72



4.3. Teuamuqecxufr nnaH no oudan yaefinott deameflbHocmu
Jlercuuu

J1b

tln
Honrep

pa3AeJra

ItrCUIIIIJIIIHb

O6reu
rIacoB Teua.nercuuu

Vqe6so-
HATJI{AHbIE

noco6rEs

1

I

2
Eagosue HarpaBneHr{s rcpuurorpa$uu: uruSpoaaHve,
KoAr4poBaHrre r4 creraHorpatbux. OcuoeHrre pa3nvrsvs..

2 2
Creranorpa$ux. lloArorosra ur racrroJrb3oBaHr4e

cvMnarlrsecKlrx qepnlrJr, qu(fponax creranorpa(pux.
MeroArr olpeAeneHr4r (crpr4cyrcrBlrr) nlrtboprraaquu.

a
J 2

Kognponauue. Apxunaqux - Ko,qt4poBaHlre cx(arrdeM
(rrrero4rr Huffman, Lempel-Ziv, apu(frraern.recxve).
IrlcnonrgoeaHrre Ko.qlrpoBanrls rrpu [epeAave uu$opMarlprrr
(nreroAu Radix/Base64, UUE).

4
2

2 fipenHue MeroAbr ruuif ponaura.s. Illrtbpu repecragoB oK.

5 2
,{penuue MeroAbr ruu(fpoeaurax. IIIz$pu a-uQanurnoft
3aMeubr. Cratuctnrecrlre ceoficrna r3brKa. Bcxprrrrae
rurarbpon an6anrarnoft sal{egrr.

6

a
J

2
CrauuerprarrHbre Kprr[Tocr4creMbr (anropuruu DES, 3-DES,
AE S, | OC T -28 | 47 -89). llpunIrunrr pa6oru. Ha3HaqeHue.

pa:4aro.ilrrrft
MATEPUAJI

7 2
AcunauerprrqHbre
Ilr$posar roAnr4cb.

Kprarrrocr4creMbr (a-uropuru RSA).
llpocrpaucrno x.nro.refi .

pas4arounrrft
MATEPI{AJI

8 2
Tpe6onaHrax K coBpeMeHrrbrM

CLICTeMaM I4 aJI|OOI4TMaM.

Kplrrrro rpa(p n.recrrarra

9 2 Apyrne Kprrnrorpa(pu.recrne aJrroprrrMbr. Brr-rr4creurle
KoHrporrbgbrx cyMM (CRC) r{ xeur{poBanue (MD4/5" SHA).

10

4

2
3arqura socrzrereft
DVDfflash).

nnlpopuaqna (FloppyA{DDlCDl pa3AaToqHbrr'l

MATEPIIAN

11 2
3ar{ura rporpaMMHoro o6ecneseHkrs
3neKTponHux r<nro.refi (LPT/COMruSB),
iButton.

c noMoIIIbIo
HlD-ycrpoitcrua,

t2 2

AnrrepuarrnBHbre MeroAbr 3arrlprrbr. Ayrenrn(puraqux uo
6uonrerprauecKaM AaHHbrM (orueuaror rraJrbrla, feoMerpr4rr
pyKH, pa4y:r.Hafl o6ono.rxa Hra3a, cerqarKa rura3a,

IIVIIJA,foJrocoBar u4euru(purarJtts., reoMerp?rt
KnaBr{arypnrrft no.repK).

13 2 Januara r,rcxoAHoro KoAa [porpaMM - o6ibycraqus KoIa.

T4 2
Bpegonocuoe nporpaMMuoe o6ecue.reuue KaK cpeAcrBo
[peoAoJreHlr{ 3arrlr{Tbr rau$opuaqzra.

15

5

2
Korvrunerc Mep no 3arqr{Te rzn(poprrraqnu. Paspa6orHa
cTpaTefrru.

pa:4arounrrft
MATEPPIAJI

I6 2
OpranrsaquoHHbre Mepbr. @rag[secras, gJreKTpoM armtrrnas.,
aKTnglaas, il raccnBmafl. 3anlrdra. rlenoneqecruft ibanrop.

T7

6

2

Ocnoeurre MoMeHTbr rpaxAaHcKoro vt yfonoBHoro
KoAeKcoB IIMP B oruorrreHr{u 3arrllrrbr r,ru(fopruaqun.
OcnosHrre MoMeHTbr Koncruryrluu IIMP B orHorneHr{}r
3arrlrrrbr nu.rHofi unrbopvrauuu.

18 2
Cnoco6u noAAeJrKrr AoKyMeHToB u MeroAbr BbrsBJreHut
TIOATEJIOK.

llroro: 36.racon



o

Itb
nln

Nb pa3AeJra

Ar.rcqIIII-
JII{HbI

O6rervr
qacoB Teua npaxrfiqecnoro 3auflTtrq

Hauueno-
BAHtrE

na6oparop,

Yqe6uo-
HarJIsAHbre

uoco6ns

1

J

2
Creranorpa|ns. Zsroroerenr,re v rrcrroJrb3oBanre
clrMnaTr4qecKr4x qepHr{Jr Ha ocHoBe MoJroK4
NaHCO3, FeCl3, K+lFe(CN)61 rr Ap.

ryErcpvfl
Ns 30

MeTOAI4TI.

noco6rae

2
2 Ko4zponanue. CpaeneHr4e pa3nr.rrrHbrx MeroAoB. tywrropvs

Ns 30
MSTOAI4TI.

noco6rae

J
2 IllU(pponanue. llprniraenenne anropr,rrMoB DES,

3DES, RSA Arrs. mu(fponauux (paftnon.
I,Icnonrgoe auue 6u6 nuoreKr{ CAPIC OM.DLL.

ryAprTopvs.
J\b 30

MeTOA}Iq.

noco6ne

4
2 Kourponrnrre cyMMbr $afinon. Peattusaq:zn

anroprrrMa [oAcrrera CRC.
tyI'u"topus

Irb 30
MeTOAI4q.

noco6ne

5
2 XeruraponaurEe. Pea.iruaargar v [purMeHeHrre

aJrroor4TMa MD5.
LyALlTOpLrfl

Irb 30
MeTOAT{q.

IIoco6I{e

6
2 P ea:rtusarJrrfl 3arrlr{Thr rrpr.rKJraAuoft uporparrarrarr. vyALrToprrA

Jt 30
METOAtrII.

noco6ae

7

2 llpeo4o.nenve 3arrlrrrhr rrpr{KnaAHrrx uporpaMM c
IacroJrb3oBaHr4eM ornaAqrKa OllyDebugger.
BrrsnreHr.re rroJroxr{TgJrbHbrx v orpuqarenbHbrx
cTopoH Tex r.rJrrr r.rHbrx MeToAoB 3arqr,rTbr.

tyALrTopus
Nb 30

MeTOA[q.

noco6ne

8

4

2 P ea:l;usarJus 3arrl?rrbr nporpaMMHoro o6ecneqeHlrrr or
pacnpocTpaEeEvrfl. Ha ocHoBe 3arrlr4Tbr Hocr{TeJrt
prudoouauur.

ayI.LlTOptrt
J\b 30

MeroAr,rq.

noco6ue

9
2 I4cnomgosaHue rporpaMMnbrx penrenuft (puprurr

StarForce An f, 3arqrrrbr rrporpaMMHoro o6ecneqenug.
ryAvrTopr4fi

J\b 30
MeTOAI,III.

noco6rae

10

2 Zcnomgonanrae PrettyGoodPrivacy. feuepaurax
orKpbrroro/sarprnoro rnro.refi. ZcuourgosaHrre
uu$posoft no,4[r4cr4.

tyAr4Topufl"
JS 30

MeTOAIIq.

uoco6ue

11

2 I4cno.nrgonanrae cuerluarrrr3r{poBaHHoro
[porpaMMHoro o6ecneqeHnr AIrs. 3arrlrrrbr
rrpocrpaHcrBa ,qaHHbrx (cos4aune Br{pryanbHbrx

lucxos).

ty4Lrropr{fl.
Irb 30

MeTOAUq.

noco6rae

T2

2 ?lcnonrsonaur4e 3neKTpoHubx r<mo.{efi Ans 3arrlltrbr
rrporpaMMHoro o6ecneqenvrs.. I4syreuue [po.qyKToB

Supruu KEYLOK.

LyAuropufl
Irb 30

METOAI{II.

noco6ne

T3

2 3aqura fiporpaMMnoro o6ecneqeH[r c noMorrlbro
6uouerpu.recKrrx lapaMerpon (ucuoJrb3oBaH]re

KJraBr{arvDnoro noqepra).

ryI'kr"roptrfr
Ne 30

MeTOArAq.

noco6ze

L4

2 Ananvs BpeAoHocHoro flpolpaMMnoro o6ecneqenzg.
Bue4peHrae HTTP unu FTP cepBepa B AoKyMeHr MS
Word u/wt:aMS Excel.

tyALrropkrfl
Irb 30

MoTOAUq.

noco6ue

l5

6

2 AHanras Bo3Moxuocreft nporpalrMHoro o6ecneseHras
Kareropru,r exploits.

ryl.krtoprr'.
J\e 30

MeTOAr,rq.

noco6rae

t6
2 Paspa6orxa AkrnaMv.uecxoft 6u6ruaorexu c 6asonrrM

na6opona xpranrorpa(frrrrecKlrx cpeAcrB. MeroArr
uru$ponaukrs. il pacrrfiribponanlrs coo6uleulrft .

Ty4rlToprrfl
Ns 30

MeroAr{q.

noco6ue

I7
2 Paspa6orxa 4trnavrr4.vLecxofi 6n6nzorerz c 6a:onrrnr

ua6opou Kpr4rrrorpa(fuuecrux cpeAcrB. Mero4rr
mradpoeagufl v. pacrnvt&posaHratr 6 aft nos.

LyAvrTopfis
Jt 30

MeTOAIfrq.

uoco6r,re



18

2 Paspa6oma Ar{r{aM[qecrcofi 6u6nuoreK[ c 6asonsru
na6opoiu Kprrrrrorpa$rmecxux cpeAcrB. (Dyurquu
loAcqera KoHTponbHbrx cyMM, xem-tfyur<quu.

tyELrropvs.
Ns 30

MeTOAr4q.

noco6rae

Ilroro: 36 qacos

CaurocroqrerbHas AEHTA

Pa:Ae;r

ArrcqIIII-
JIHIIbI

J\b

nln
Teua u uua CPC

Tpyaoem-
KOCTb

(n qacax)

2

I
KpzntorpaQra.recxue [poroKoJrbr : ocHoBnbre, [poMe)KyrorrHble. P a 6 o m a c
numepamypoit

8

2
KprurorpaSzuecxue nporoKonbr : pa:lBnTbre, g3orepr4qecKlre.

Roucnercmuqo6aHue
8

a
J

a
J

Irlu$opuaqvtonnas. 6egonacnocrr aBToMarr43rrpoBauHbrx cr4creM.
II o d zo mo e rca c o o 6tueuua

4

4
Cairaorecrnpylorr1Ilecr r4 caMoKoppeKrl{pyrcrqrrec.f, rrporpaMMbr.
KoucnercmupoqaHue

8

5 Kon$raAerulr4aJrbHbre BbrrrprcJleHrrrr . P a 6 o m a c n u m e p a my p o il AT

4

6 Cucrenarr 3arrlr4Tbr un&opnaauuu. Pa6oma c rumepamypoil +

P ase rrrae reopr4r,r rr [paKTrrKrz 3 arqr4rbr ran(p oprr,raq uu. II o d z o m o a rca

coo6u4euua
AT

8 Cer:esas 3aIrIr4Ta. Pa6oma c numepamyqoit 8

5

9 CrauuerpuqHble Kpr{rrrocrrcreMbr. P a6 oma c num eD amvq oil nT

10
IIIetSp npocrofi repecraHoBKr4, Marr/Frecxufi xea4p ar. ff o d e o m o erc q

coodweuua
A
T

11 flepecrauosKa (Marra.recxraft KBa.4par). RoucnercmupogaHue 4
L2 AcuuuerpurrHbre Kpl,Inrocr4creMbr. P a6 om a c num epamvpoil 4
T3 Xarepcxze aranrr' cnoco6rr 6opn6n c Hr,rMr,r. Pa6oma c numepamvpoit 4

6 T4 nonrpv Ha kr H& opMauraoHsofi 6esonacuocrpr IIMP. Kou c n e rcmup o 6 aH u e 4
Iulroro: 72 qaca

t' o"0""""" 
K'r;{{;:::;::::*

6. OdpazoeamarbHbrc mexHonoaaa

,ftx uoeu[reHl4t HarntAHocrl4 paccMarprrBaeMofo Marepr.rana [pprMeHfrorcx o6paroBareJrbHbre
TexHoJIOn4I4, OCHOBaHHbIe Ha rrpr{MeHeHIzI4 Crreq[anrI3IIpoBaHHbIX [pofpaMMHbrx cpe[, vt TexHI4qecKHx
cpeAcrB pa6o:rrr c uH$oprrra\ueit. Hanprzrraep, JreKrlr{r4 c MynbrrzMegrafinrru colpoBoxAenr4eM, c
ucllonb3oBaHI{eM bIX TIHKOB

Ce-
MecTp

Bua
3AHflTl{fl

.JI, IIP, JIP)
Llcno.nn:yeMbre rlHTepaKTr{Bubre o6pa:onareJrr,H[,Ie rexnoJrorr{r{

Kor-no
IIACOB

7 JI, JIP

Texnoror[s MoAyJrbHoro o6y.reHu.a - [peAycMarpaBaer AeJreHr4e coAepx€Hrur
Ar{cqlrmrr4Hbr Ha AocraroqHo aBToHoMHbre pa3AeJrbr (uorylu),
r,rHTefpPrpoBaHHbre e o6uufi Kypc.

2

Texnororus HcrroJrb3oBaHl4-rl KoMnbrorepHbrx npotpaMM rro3BoJl.f,er

e$$errueno AonoJrHrrrb npoqecc o6yueuux Ha Bcex ypoBHrx.
Mymruue4uftnrre nporpaMMbr npeAHa3HarreHbr KaK AJu ayAr{Topnofi, rax n
caMocroflTe.nruoft pa6orrr cryAeHToB.

2

[,IHrepuer-rexHoJrorr4r{ - npeAocraBrsror rur.rpoKue Bo3Mo}KHocrLr Nrfl. nor{cKa
nuQ oprvraqrar{ H BeAeHr4rr HayqHbrx nccreAoeaHuft . 2



TexHororras v:r.ALrBu4yaJrlasa\uu o6yueruu
rrr.rHocrHo-opueHTr,rpoBaHnuft rroAxoA,
oco6ensocru u norpe6uocrr,r yqarrlrD(cr.

IroMoraeT pe€Inl43oBbrBaTb

wLrrilBa"fl r4HAr4Br.tA/aJIbHbIe 2

TexnororlEs recrlrpoBaHnr - ucrroJrr3yercr AJUr Korrrporr ypoBHs ycBoeHrllr
sHaHufi B paMKax MoAyJrr Ha onpe4endnnou 3Tarre o6yreru,rq. ,{aHnax
T9XHOJIOrIIUI IO3BOJUI9T npelOAaBaTeJIIO BbUIBI{Tb vI CIICTeMaTLI3I,IpOBaTb

acrreKTbr, rpe6yroruue AonoJrHrrreJnnoft upopa6omu.

2

Texnororras pa3BLrrvrr KpururrecKoro MbrrrureHr4rr cuoco6crnyer
$opunponaumo pasnocropouuefi JrnrrHocrr'l, cnoco6noft Kpr,rrurrecKrz

orHocl{Tbct x nn$oprraqrrr4, yMeHrto or6upam uu$oprr.laqzro Anfl pelreHr,rs
nocraBJreHH oit sala'au.'

2

I{roro: 24

,{nx uonrnlreurrfl HarnsAnocrr,r paccMarprrmaeMoro Marepr;rala [puMeHsrorcr o6pa3oBareJrbHbre
TexHoJIOl[I4, OCHOBaHHbIe Ha [pI,IMeHeHr4r4 CrIeqUUrnIE]lpOBaHHbrX [pOfpaMMHbIX CpeA I,I TeXHUqeCKEX

cpeAcrB pa6orbl c ran$oprvrarJpreir. Hanpmuep, JreKrlr{ra c MynbrrzMeArafturrir,r co[poBoxrAeur4eM, c
llclonb3oBaHr4eM sneKTpoHHrrx y.re6uraKoB B Ar4craHqrroHuofi (bopMe.

B paMKax AaHHofi AI4cIII4nnI{HbI [pr4MeHsrorcs r{HHoBarlr4oHHrre MeroAbr, ocHoBaHubre Ha
I4CnOJIb3OBaHI4I4 COBpeMeHHbrx AOCTTTX(eHr{ftyayXn u vu(foprr,raq}loHHbrx rexHoJrofr{fi n o6pasoBarilwr. OFM.

rlpeArlonaraloT rrpr{MeHeHr4e r,rH(bopMarlrroHHbrx o6pasonareJrbHbrx rexuoJloruft, a TaKme yse6Ho-
MeTOALIqeCK[X MaTepI4aJIOB, COOTBeTCTByIOqUX COBpeMeHHOMy MtrpOBOMy ypOBHrO, B rrpoqecoe
fi peIIOAaB aHnfl AkICI\VI JILIHbI :

rIcrIoJIb3oBaHI,Ie Mynbrl{MeAl{fiHrrx yue6nraroB, pa3MerrleuHhrx s OHV <<Llutytrr>>;

r{cnoJrb3oBanue o6yrarorqr,rx Znrepuer-pecypcoB;
IIpoBeAeHlae neKIII,Ift B Al4craHrluoHHofi (poprrre c uc[oJrb3oBaHr4eM BriAeo-KoH(fepenquu n Zoom;
o6rraen MeroAuqecKl4Mrr Marepvanavrn [ocpeAcrBoM oJreKTpoHuoft rroqrbr, MecceuAxcepoB,

corlr4airbHblx cereft;
ucloJlb3oBaHl.re [polpaMMno-rreAarofrrqecK[x recroBbrx cpeA Anf, [poBepKr4 3nanvrt cryAeHToB.

Pa6o'tas. [polpaMMa A]Icqla[nrdHbr o6ecueqena (!on4oM orleHorrHbrx cpeAcrB AJrs upoBeAeuns
BXoAHoro, TeKyrllero KonTpons u nponaexyrouuofi arrecraqvu. @on4 BKrroqaer 3a1a:akrfl Arrs.
KoHTpoJIbHoft pa6otu, ra6oparopublx pa6or, sa4alltus. n recrosofi $oprrae, Boflpocbr K sK3aMerry, B ToM
qncre B BLIpryaJlbuofi o6yraroqeft cpeAe Moodle. @ou.q orleHoqHbrx cpeAcrB [peAcraBJreu n yue6uo-
MeroAI{qecKoM KoMnJrerce AucqurrnlrHrr. I4cuo.nr3yeMbre (foprrau reKyrqero KoHTpoJUr: KoHTporbHas
pa6ora; ayAI{TopHbIe caMocrotreJlbHbre pa6orhr; na6oparopurre pa6oru; ycrurrft oupoc; ycrHoe
coo6qenr,re, AoKJIaA; Tecrr4poBaHue (n rorvr qltcre B Br,rpryanbnoft o6yualoqefi cpege Moodle).

flpe.4yctuorpenu caMocrof,TeJrbHbre pa6orrr, KoHTponbnbre pa6orrr rro reMaM: <Cyqnocm
npo6lenau 14 ga.pla-tv 3aIrII4Tbr B KoMrrbrorepHbrx cerrx. Mero4u o6ecue.reu[s 6esonacuocrlr cereft>> ra

<Yrposrr, araKrl u KaHiurbr yreqKr4 uH(foplraqurz>.

7. Oqeaowtote cpedcmea dna mexyu4e?o KaHmpon.fl ycnenoewocma, npoMeilcymoqnoit
ammecmaquu no amozuJn ocnoeHu.r ducqunnuuu u yvedno-uemoduqecxoe odecneqeHae
c&ntocmofl men tao il pd 60 mbr cmydeamoe

,{m orleuxl,I KaqecrBa ycBoeH[s Kypca nclonb3yrorcr cneAyroque $opubr KoHTponq:
reryrUufi - KoHTpoJIb BbrnoJlHeHr4rr na6oparopnrrx pa6or, TecrrapoB a]i^kre;

pyOexurrfi [peArroJlaraer I{crroJrb3oBaur,re recroBbrx Marepr{z}JroB Ans, KoHTpoJUr suanuit;
raroronrrfi ocyrqecrBnsercr [ocpeAcrBoM Tecrr,rpoBaHr4r ra gK3aMeHa.

CarraocrosreJlbHat pa6ora paccMarpr{Baercr KaK Br4A yre6noro rpyAa cryAenTa, [o3Boiurrorqefo
IIeneHarIpaBJIeHHO (pOprrArZpOnATb Vr pa3BLrBaTb ero caMocTo{TeJrbHocTb KaK JrzqHocTrroe KaqecTBo nppl
BrITIoJIHeHLII{ AoMaITIHI{xza4anuit u upopa6orxe AolonHr{TeJrbHoro yre6uoro Marcpuu:r'.

CarraocrosreJlbHat pa6ora cryAeHToB rro Ar4crlr{rrJrr4He opraHr4syercflB cneAyroqux (popuax:

- pa6ore cryAeHToB c neKrII{oHHbIM Marepn€uroM, rroracKe tr anuruae Jrr4Teparypbr r{ gJreKTpoHrrsrx

I4croqHl4Kon uu(popuaqr4vrliro galannofi upo6nevre ra nrr6pauHoft relre v1$krBr4lyanbHoro satailvfl;



r
- Bhru o JrHeHr,rr4 A oMarrr l/^trx g aI.aH.vir ;

- rrepeBoAe MaTepr{anoB rr3 TeMaTr{qecKr4x r.{H(bopMarlr{oHHbrx pecypcoB c rrHocTpaHHbrx t3bIKoB;

- rr3)nreHrrrr reM, BbrHecelrHbrx Ha caMocrorTenbl{yrc npopa6orKy;

- r{3yqeH}rr4 TeopeTuarecKofo MaTepr{aJra K na6opaToprlblM 3al{flTr4flM;

- rroAroroBKe K gK3aMeHy.

B r<a-recrse yue6no-lreroAr4qecKoro o6ecreqeHr4s caMocrorreJrbHoiapa6omt r{crroJrb3yercr ocnoBHas
r4 AonoJrHrzTeJrbHar Jrlrreparypa rro Aracqrrrurvme, I4urepner-pecypcbr, MareprraJrbr rer<qrzfi, Wagaunfl,
BbrAaHHbIe rrperroAaBareneM rrpr4 [poBeAeHrrur ra6oparopHbrx pa6or.

i\b Hauuesonanrae pa6oru rlucno
IIACOB

(Dopua KorrrpoJrfl

I llpopa6orra ireKrllrouuoro Marepr,rana.
B rrnonneH ve vn4uBrrqyaJrbHbrx sa4anuit 60

Or.rer rro rru4r4BtrnyurbnbrM
3ananuflM.3xsaMerl

2 floArorosxa r .na6oparopHbrM sanfl"rlrflM v
odoplrneur.re orrreroB

T2 Orser. flouycrc K ra6oparopHrrrvr
pa6oralr. 3auuara orqeroB

Bcero qacoB caMocro{Tenrnofi pa6oru - 72.
llporpaurrta caMocrottenrnoft pa6orsr rro,uzcrlIznnrane <<3arrlura nu(popMarlr4rr>

BbI[onHeHIae cryAeHToM B rlpoqecce o6yrc:rrnx oAHoro vHrkrBtrryanbHoro 3a1alkrfl. lrs
cnr4cKa vru4uBkr4yaJrbHbrx sa4anuir. no KoMrrbrorepHbrM alropnrrvrau C3IrI:

1. Craugapr cr4MMerprqHoro nrz(fpoaanlrs.4airHux DES.
2. Eno.{Hnfi rrr4$p IDEA.
3. Bno.rgnfi mr$p |OCT.
4. Enoqnnft mr$p CAST.
5. EnosHufi rrr4$p BLOWFISH.
6. EnoqHsrfi mlrSp RC5.
7. Bno.rHufi rrrv$p LUCIFER.
8. Bnosurrfi mr41|p MADRYGA.
9. Eno.rHufi rulr(bp NewDES.
10. Enosunfi ruuSp FEAL.
1 1. Enoquufi mn$p REDOC.
12. Eno.rHsrft ruuSp LOKI.
13. Eno-{Hufi ruuSp KHUFU.
14. Eno.rHrrft uru$p RC2.
15. EroqHrlfi ruuSp MMB.
16. Eno.runfi urvQp CA-1.1.
17. Eno.iHrIft ruu$p SKIPJACK.
18. Eno.rHHff uru$p SAFER.
19. Eno.rHHft ruu0p 3-WAY.
20. Ero.{Hsrfi Iura$p CRAB.
21. Ero.rnnfi nrraSp SXALS/MBAL.
22. Btro.lru:.lfi ruu$p RC4.
23. Eno.{HHft ruraSp SEAL.
24. Acuw,rerpz.rnrrft pauqenufi KprlrrroanfoprrrM.
25. AcuryrwetpH.rrrrrft anropr4TM run(ppoeanu.f, AaHHbrx RSA.
26. Acnwl.lrerplrvnnft anropr.rrM uua$ponalrras AaHHbrx ElGamal.
27 . AcuwtyrerprauHnfi anroprrrM urrEQ p on aru4.r,u auHbrx P ohl i g -He I lman.
2 8. Acnrrauerpuvnrrfi ilnropr4TM rura$poeaur4s AaHHbrx Rabin.
29 . Acvrwnvrerpn vurrfi anroprr rM urr,r(pp on aur4r A aHHbrx McEli e c e
3 0. Acurvruerpnunrrfi rlnroprrrM rura(f ponaurzr AaHHbrx LUC.
31. Amoprarla qu$ponofi uo4lzcn c orKpbrrbrM KJrroqoM DSA.
32. Anropuru qn(pponofi uo4nracrd c orKprrrbrM KJrroqoM |OCT.
3 3. OairosarpaBneHnar xsru-(pynrcqux Snefru.

npeAnonaraeT
cJreAyroqefo



34. Omoxanpsnemaa xsm-tfymqg iy'-xem.
35- Omonanpaanemar xsu-@yro<ryx MD4.
36. Ogouarpannemaa xsm-(pymcryx MD5.
37- A-inopnrrr 6eaouacsoro xonru{poBaHrrrr (Secure Hash Algorithm, sHA).
38- Omosaupaeneorras xeru-$ymqu-s RIPE-MD.
39. OmouaupaenegHzur xem-$yrxrylx HAVAL.

O6paseq mecmq dnn npoeede*uz umozonoeo KoHmponn no umozaM ocnoeHun ducqunnuubt, o moKsce
dtn ttonmpoJ,tfl. ccrr4ocmosmenauoil pa6omat cmydeuma.

Tecm Jt&I
dna cpeza meKya4ux saaHufi

1) floa yrpo:oft 6esouacnocur nnsopMarlur B KoMrrbrorepnofi crrcreMe (KC) uouuMarcT:
a) Bo3MoxtHocrb Bo3HrrKHoBeHI4.g Ha KaKoM-nrz6o srane ntr.r3HeHuoro qraKJIa KC tarcoro ee cocTorrrr4rr.
npl,r KoropoM co3Aarorcf, ycJIoBrIt Am peaJrrr3aqr,rrr yrpo3 6esonacHocna r,m$opMaqr{r{.
b) co6rrrrae allt:a geitcrw{e, Koropoe Mo}Ker Bbr3BarB r43MeneHtre Synnqrouvrporralr4s.KC, cnx3arrqoe c
HapyrrreHrleM 3arrlr4rrleHHocrkr o6pa6arunaeuofi s uefi nusoprraaquz.
c) Seiltcrnue, [peAnpuHl{MaeMoe Hapymr{TeJreM, Koropoe 3aKrroqaercr B [or4cKe r4 ]rcrroJrb3 orlaq{qw.
'toit uttpt taitoft yxsnuMocrr,r.

2) Vn:nuvrocrr nnSopMarlur 
- 3To:

a) Bo3Montgocrb Bo3Ht4KHoBeHIa{ Ha KaKoM-Jrra6o srane }Kr{3HeHHoro rlr4Kna KC raroro ee cocrornrs.
rIpI4 KoropoM co3Aarorcfl.ycnoBns. Ans peanrsarlrur ylpo3 6esouacuocrn uu(popMapfi.
b) co6rrtze wnu geiltcrrw4e, Koropoe Mox{er BbBBarb rrcMeueHrze $ymqraonr4poBalvrs.KC, cnasar*roe c
HapyrreHr4eM 3arrlr4rqeHHocrr{ o6pa6arrrnaeuoft s Heft rauQoprr,raqzra.
c) 3To geitc'rnue, [peAnp[HLIMaeMoe HapyflrrfneJreM, Koropoe 3aKrrotraerc.tr B nor4cKe pr

IrcrroJrb3oBanuuroita:nuusoftyr3Br{Mocrr4.
3) Ararcofi na KC Ha3brBaroT:
a) Bo3MoxHocrb Bo3HllKrroBeHu.f, Ha KaKoM-JIz6o eraue xrrr3Heggoro IIt4KJra KC raroro ee cocTo{Hr{r.
rIpI4 KoropoM co3Aalorcfl.yclroBus. Arrs peanllaarl?rrr ylpo3 6egonacuocrn rall(fopMarlr{r.r.
b) co6rrrve ranrn 4eficrnkle, Koropoe Moxer BbBBarb r,r3MeHeur4e $ylrxqlroutrporlalnfl,KC, cnasangoe c
Hapy[reH]reM 34rrlr4rrleHHOcrra o6pa6arrrsaer{oft n nefi uu$opuaqnu.
c) 4eficrnrae, npeAnpl4Hl4MaeMoe HapyurI4TeneM, Koropoe 3aKJrroqaercs B rror4c1e r{ r{crroJrb3 oBa1vnr
rloit vutu unofi ytznnMocrr4.
4) rrcrcyccrBeunbre yrpo3br ucxoAs r{3 rrx MorrrBoB pa3AeJrflrorcs Ha:
a ) He[peAHaMepeHHbre r4 rrpeAHaMepeHHbre.
b) KocBeHHbre r,r HenocpeAcrBenubre.
c) HecaHKrIr{oHLtpoBaHHhrer4coHKrlr4anr4poBaHubre.

5) K neupe4rraMepenHbrM yrpo3aM orHocflTcfl:
a) ornv6r<r.r n pa":pa6orrce qporpaMMuux cpe4crn KC.
b) HecaHKIIIroHLIpoBaHHbIft 4ocryu K pecypcaM KC co croponbr rroJrb3oBareneft KC r{ nocropogH1D(
mlq, yrqep6 or Koroporo o[peAeJrlercr [o[yqeHHbrMr4 Hapylrr{TeneM froJrHoM o-rvnrMur.
c) yrpo3a HapymeHrt xou(fu4euqllaJrbuocrr{, T.e. yreqxra zn(popMarlwr orpaHnqeHHoro Aocryrra,
xpanxqeftcs s KC r{Jrr4 rrepeAasaeN,roft or o4noft KC x apyroft.
6) K ynanrnrJreHrrbrM yrpo3aM orHocrrrcfl:
a) HecaHKIII{oHIlpoBaHHbIe 4eficrnrax o6cnyxllnaroqero nepcona-na KC (uauprarraep, ocla6neune
noJrI{TI4KI{ 6esonacHocrr4 MMtrnprcrparopoM, orBeqarcqraM 3a 6esouacHocrr KC).
b) noe4eftcrnr.re Ha anlaparHbre cpeAcrBa KC (frasra.recKr4x noneft Apyrr{x oneKTpoHHbD( ycrpoficrn
(npz neco6ruo4errr{}r ycnoBptfi.try.gneKTpoMarrrr4Trroft conuecrrauocw) ra 4p.c) oruz6rr.r rroJrb3oBareneft KC.
7) KocnennbrMr.r KaHaJraMn yrerrKrr Ha3brBarcT:
a) KaHiurbr, He cBr3aHHue c $usuuecKrrM AocryrroM K sJreMeHTarra KC.
b) KarraJrbr, cB.f,3aHgbre c (pzsu.recrr{M AocryrroM K gJreMeurana KC.
c) KaH€urbr, cBr3aHHhre c r8MeHeHr.re oJreMeHTon KC u ee crpyKTypbr.

10



8)K rocreurrbrM KarraJraM yrerrr(a uufi oprvta\vn orrrocqrcs:
a) r4croJrb3oBal{r4e roAcnyuaBalou1r4x (paglo:ax.naffrbl$ ycrpoftcrB.
b) MacKr{poBKa rroA Apyrr4x uolrgonarereft rlyreM rloxruIeuut rrx ldAeuT}I$uqnpyouefi
ran(lopruaquu (naponefi, rapr n r.n.).
c) 3noyMbrruJreuuoe I43MCHEHPIE rporpaMM Anfl BhINOJIHEHU' vtMu

HecanKrlr,roulrpoBanuoro KorlupoBauux un(popMalllatl rrpI,r ee o6pa6ome.
9)Henocpe4crB errrrbrMrr KanaJraMrr yrerrKr,r H a3brB aror :
a) KaHaJrbr, cBr3auHbre c (pusrauecrlzM Aocry[oM K oJleMenrarr,r KC.
b) KaHaJrbr, He cB.fl3aHHrre c $usravecKllM AocrylroM r sreN{enral,{ KC
c) Kanrurbr, cBr3auHbre c IiBMeHeHI{e aJIeMeHTon KC u ee crpyKTypbl.
10)K neuocpeAcrBenHrrM KaHaJraM yrecKll uuipopnaaqurr orHocflTcfl :

a) o6xo4 cpeAcrB pa3rpaHuqeHIzr Aocryrra K uH([oprvraqr{oHHbrM BcJIeAcrB}Ie He.qocrarroB B ax
lporpaMMHoirl o6ecne.r envur v [p.
b) repexBar no6oqHHX enerTpoMafHrrrnhrx rasnyuenrafi u (IISMIrIH).
c) rrrcranr\vroHuoe Br4Aeona6rnoAenze.

L 1) I4: 6up areJrbnafl rroJrrrrrrKa 6eg on acs o crr{ noAp a3yMeB aer, rrro :

a) fipaBa Aocryna cy6texra x o6rexry crrcreMbr orrpeAenflrorcr Ha ocHoBaHI4LI HeKoroporo BHeIIrHero
(uo oruorueHrrro rc cncrenae) npaBr{na (cnoficrno uz1uparctsnocru).
b) nce cy6rerrrr u o6rer<rbr cr4creMbr AonxHbr 6rrm oAso3HaqHo z4entn$uqupoBaHbl.
c) KaxAoMy o6terry cucreMbr [plrcBoeHa MerKa KpraTr4rrHocrrr, onpe.{eJrlroqat rleHHocrr
coAepxarqefics s Hervr uHQoplraqrau.
12) Ilo.rrnoMorrnaq rr oJrrl TrrKa 6 esoua cHo crrr rroAp a3yMeB aer, rrro :

a) KDKAoMy cy6rexry crrcreMbr rprrcBoeH ypoBeHb npo3paqHocru (security clearance),
onpe4en.moqufi MaxcrrMaJrbHoe 3HarIeHLre MerKI{ Kpl4Tl4rrHocrra o6tertoB, K Koropblu cy6rerr }IMeer

Aocryr.
b) nce cy6rexrrr ra o6rerrbr cr,rcreMbr AoJrxnbr 6rrrr zAenrralpuqlrponaurt.
c) npaBa Aocryfla cy6rerra r o6rerry cucreMrr olpeAeJur]orcs.Ha ocHoBaH[rr HeKoroporo BHeIIrHero

(uo oruomeurrro x cucreue) \paBLrna (cnoficrno us6nparetsnocru).
13) Ya:nnuocrr unSopMarluu - 3To:
a) Bo3Moxnocrb Bo3HrrKHoBeHrr.fl Ha KaKoM-Jru6o sraue xsr3HeHuoro qlaKna KC raxoro ee cocrotHklt,
rrpr,r KoropoM co3AarorcflycrroBurfl 4rrs.peaJrvr3arllrr4 yrpo3 6egonacuocru uu(popMarJvlrr.

b) na6op AoKyMeHTlrpoBaHHbrx HopM, flpaBr,rn u npaKTnvecKI'IX [prIeMoB, perynupyroqrx
yflpaBneHr,re, 3arrlr{Ty r4 pac[peAeJreHrre uH$oprrraqzrkr orpa$LrseHHoro AocTyIIa.
c) HeH3MeHHocrr uu(popMarlur B ycnoBr4rx ee cJrfrafiHoro u (unu) npeAHaMepeHHoro TTcKa:KeHWI

r{Jr[ pa3pymeHvls.

14) IIoa saqurofi un{opuaquu rroHrrMaercs
a) coBoKyrrHocrb Mepolpuxtuir, MeroAoB rr cpeAcrB, o6ecuequsarorux perreHl,Ie cneAyroqux 3aAaq

rro rrpoBepKe rleJrocruocru nnQopMarrrzr,r rz racKJrroqeHr{r.r HecanKrlr4oHrrpoBaHHofo Aocqma n pecypcarrr IIK
r4 xpaHrrqrrMcr B Heft uporpauMaM rr AaHHbrM.
b) coBoKyrrnocrb Meponputrnit, MeroAoB lr cpeAcrB, o6ecneqrnnarcqlrx pertreHl4e cneAyrorllax 3aAarl

rro peawrcarlr{r4 MexaHrBMa BLrpryilnrnoft nausrr{ c pa3AenenrreM aApecHbrx [pocrpancrB.
c) coBoKyrrHocrb Meporrputluia, MeroAoB r{ cpeAcrB, o6ecnequnarcuux perneHr4e cneAyrotrIr4x 3aAarl

rro pa3rpaHr{qeHr{ro [paB rroJrb3onarenefi u o6cnyxnBaroqero flepcoHana.
L5) Boruoxrrbre KaHaJrbr yrerrKu uuQopnaaquu ro rc.naccuSuKarlrra pa3AeJrflror:
a) qeJroBeK, a[[aparypa, [porpaMMa.
b) qeJroBeK, Irvtmlrs. cBA3!r.

c) KoMMyrarluoHHoe o6opylonaurre, qeJroBeK.

16)K npynrre KaHaJroB yrerrKu uurpopuaqrlrr B Koropoft ocnonHbrM cpeAcrBoM qBrqercs qeJroBeK,

oTHOCflTCfl CJreAyrOqUe yTeqKU :
a) pacruu(ppoBKa rrporparrauofi sarura(fponauuoft ran(popMarryrkr.

b) Hecar{KrlrroHr{poBarrrrbrfigocrynrporpaMMbrnzn(fopuaqnn.
c) KorupoBaurre rporpaMlroft nn(fopMarlrzrd c nocurenefi.
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L7) K rpytrne KaEaJroB JrrerrrtE nuQopuaquu B rcoropoft ocHoBHbrM cpeAcrBoM
errnapaTypa, oTHOC:f,TCs Crre4noqEe JrueqKtr :
a) tromrloseHl{e r fIK cneruaJlbl{o paspa6omnnbx arrlaparrrbrx cpeAcrB, o6ecne.rznaroq}rx Aocr)m K
un(popnaa4al.
b) xI4IqeHI{e uocuteneft nu(foprr,raqrau (uarnarusrx Ar4cKoB, AlrcKer, nenr).
c) Konr4poBaHuerporpaMuoftun(popMarprr4cnocrare.nefi.
18) K rpynle KaHaJroB yrerrKr uusoprraqnu B rcoropofi ocHoBHbrM cpeAcrBoM sBrsercff
IIp orpaMM a, OTrro csTcs cJreAyroqrre yTerrKr{ :
a) HecaH*rlr4oHr4poBaHHbrfi4ocrynnporpaMM'rrran$opnraquz.
b) x}Ilr{eHze nocratenefi zusopnaaqrzz (rraarrrurn",* 4"aoou, Ar{crer, JreHT).c) I.IcrloJrb3oBaHl4e crreql4itrlbuhrx rexHr4rrecrr4x cpeAcrB Am lepexBara sJreKTpoMargr4Tgbrx
usnyreHufi TexHr4qecKux cpegcrn lIK.
19) I4geuruQuraqun o6rercra - 3ro:
a) oAHa rr3 Synrquft [oAcr4creMbr 3atrIltrhr.
b) B3aLIMHoe ycraHoBJreHl4e rIoAnI4HHocrr4 o6rerton, cBr3brBaroquxc-f, MexAy co6ofi tro JrEHr{rrM
CBfl3VI.

c) c$epa AeitcrnufinoJrb3oBarelrs.uAocryrrnbre eMypecypcrrKC.
2o) Irpoqeaypy ycranoBnr'r cQep geiicrBrrq rroJrb3oBarers r Aocryrrrrbre eMy pecypcbr KC uasrrsarcr:a) anropueaqraeft.
b) ayreurrzSzxaqr.refi.
c) z4euru(pzxarlr4fl.
21) Anroprr3arlnq - ero:
a) [peAocraBneHr{e rroJrHonao.rytft.
b) rroATBepxAeHr4e rroAJrr{Hnocrtr.
c) qra$ponax roArrzcs.
22) Ayrearlr$r.rrcaqur - 3ro:
a) [oATBepxAeHr{e rroAnr4rrHocrrr.
b) rrpeAocraBireHkre [oJrnoruo-rufi.
c) qr(pponar rroArr4cb.
23) IIoa KoMrrbroreprrbrM Btr pycoM rronuM aercfl :
a) aBToHoMHo Qyrr qroru4pyloqail nporpaMMa, o6nagarotrIar crroco6nocr:rro K caMocrosrenbHoMy
BH9ApeHI4IO B TeJIa Apyru{x [porpilMM LI [OcneAyroqeMy caMoBoc[po]BBeAeHzro r4 caMopac[pocrpaHeHr{ro
n uulpoprraaqr{ogHo-BrrrrucJrr4TeJrbHbrx cerrx r.r orAenbHbrx lIK.
b) [porpaMMa r4Meroqas ,qocry[ K $aftnana crrcreMhr, r{ rrMerotrIa,
[poqeccaMr{ cr4 cTeMbr.

Bo3MoxHocm pa6orarr c

c) [porpaMMa He rIMeroIIIat Aocry[ rc (pafinarra cr{creMbr, r4 He LrMeroqa{ Bo3MoxrHocrb pa6om6 c
[poqeccaMrr c]rcTeMhr.

24) Tpauclcue trporpaMMbr 3To:
a) fipolpaMMbr, Koropble coAepx{ar cKpbrrbre rocneAoBareJrbgocrpl KoMaHA (uo4ynn),
BbrrroJrHrroqre AeficrBpr.f,, HaHocrqr4e BpeA [onBoBareJrrM.
b) nporpaMMbr, coAeplxarrl[e n ce6e aJrroprrrMbr
prBrr,rqr4e pa3nbrx xourEfi Btrpy ca.

ruu$ponau ux, oflecneqr.{BarotrIue

c) [porpaMMbr, Koropbre rlocJre aKTrrrlvgarJtru rrocrorHuo Haxo.rlrrc.fl
rIaMflTn KoMIIbIoTepa lI KoHTpojll/ryyroT AocTyrr K ero pecypcaM.

n oneparunnoft

OTBETbI
I a

J 6 a
J 1l 2 16 1 2l 1

2 2 7 2 t2 I T7 4 22 .,z
3 2 8 I 13 2 18 a

J 23 I
4 J 9 I t4 2 19 a

J 24 I
4 10 4 15 4 20 a
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trfmozoeuit mecm
1) K cpegcrBaM arcrfisnofi 3arqr.rrbr orHocsrcq:
a) rlcKaxeHHbrenporpaMMtr(uporparr,rMbrBr4pycbr,r,rcKaxeHr4e $ynrtlufi)
b) 3aKa3uoe [poeKTr{poBaHr4e
c) creqr4aJrbuas amraparypa
2) K cpeqcrBaM rraccusHofi 3arqurbr orrrocflTcfl:
a) .racrorHrrfi alurns
b) aBTopcra-s gcrerr{Ka

c) arnaparypa3arrlr4rbr(n3y,npeo6paaonaremr)
3) K cpeacrBaM co6crseHHofi sarqraru orrrocflTcs:
a) uarrrusnrrft roA
b) cr{rHarypa
c) KoppenrrlrronHrrfi alaJru3
4) IIoa cucremofi 3arrlrrrbr or HecaHKrIrroHI,IpoBaHHOfO I,IC[OJrb3OBLld.rrg r{ KoIIupoBalJlttfl,
IOIII{MAETCfl:
a) KoMTIJIeKc [porpaMMHbIX vrlrvr lporpaMMHo-auaparuhrx cpeAcrB, [peAHa3HarreHHhrx rIrs.
ycnoxHeHl4s. vlJrvr 3arlperqeHllt HeJleraJrbHoro pacnpocrpaheHrrs., r4clloJrb3oBa]F.]/rfl. Lr (unn) r43MeHeHr4rr
npofpaMMHrrx npoIyKToB r4 rrHlrx zu(poprr,raqrroHHrrx pecypcoB
b) KoMTIJIeKc arllaparublx I4 [porpaMMubrx cpeAcrB, [perua3Haqeuuhrx AJUr aBToMarra3r{poBagHoro
c6opa, xpalentrq, o6pa6orrcz, [epeAaru r4 rronfreHzs ltr$opuaqnz
c) KoMrIneKc npaBoBhrx HopM, opraHr.BaIII4oHHbIX Mep, TexnI,trreoKrrx, [porpaMMHbrx 14

KplrrlTorpa(puvecrnx cpeAcrB, o6ecuequnaronlufi 3arqr{qeHHocrr uuQopMarJr4tr s KC B coorBercrBvtv c
npranxrofi nonurrzr<ofi 6esonacuocu
5) floa rraAelr(Hocrbro cl{creMbr 3atrIrrrbr or rrecaHKrlrroHr{poBarruoro Korr[poBarrr.rfl rroHrrMaercfl:
a) cnoco6uocrb rlporl4Bocro{Tb [orlhrrKaM r43yrreHr{r aJrfoprrrrMa ee pa6orrr ra o6xoAa pearrr{3oBaHHbx
B HeM MeTO.4OB 3aIrIr4TEI

b) cnoco6socr:r clzcreM c orrprrrbrMr4 KrroqaMr.r reHeprpoBarb qv(pponrre noArrrdcr4,
o6ecnequnarcrque pa3nvqHble $ynxqura 3arr{rrrbr, KoMleHcr4pyer ras6rrroqgocr6 rpe6yel.rrrx srrsracreuufi
c) cuoco6uocrb K caMocrosrerbHoMy BHeApeHr4ro B Tena Apyrr{x rporpaMM rr nocneAyrorqeMy
caMoBocrlpol,rcBeAeHl{ro v caMopacnpocrpaHeHl4lo n unlpoprraarlr4oHgo-Bbrqr4cJrr4TeJrbgbrx cerf,x tr
ornemnrrx lIK.
6) Mero4rr' 3arpyAnflrcrrlue cqrrrbrBaHr{e cKorrupoBannofi unsopuaquu ocnoBbrBarorcfl Ha
a) nprrrar-nv oco6ennocrefi npoqeccy 3anr{cr4 ran$oprraaqr4r4, Koropbre He rro3BoJr.f,ror cril4TbrBarb
lonf{eHHyfo Ko[I4ro Ha Apyrl4x HaKorrr4TeJrrx, He BxoArrrlt4x B 3arrlr4qaeMyro KC
b) pa3rpauruennzrnpal rloJlb3oBareneft lr o6cnyNraearorqero [epcoHaJra ro Aocryrry r pecypcau KC n
coorBercrBuu c (pyHxqrroHaJrbHbrMra o6ssauuocrrMr,r ronxHo crHbrx Jrr{u
c) I{crIoJIb3oBaHI{t AorIoJrHI4TeJIbHbrx npofpaMMHhrx r{Jrr4 arrlaparno-[porpaMMnbrx cpeAcrB
7) [gt 3arllrrrr'r or rrecauKrlrroHrrpoBaHuoro r{crroJrb3oB anufl nporpaMM Moryr lpr.rMensrbcfl
3JIeKTpOHHrre rc.rrro.ru ?
a) ra

c) He 3Haro

8) Jlm6aa Kpl{rrrorpa{uuecrcar crrcreMa ocuoBarra Ha r{crroJrb3oBagr{r{:
a) Kpr.rrrrorpaQuuecrrax Knro.refi
b) pa3oMKuyrbrx rruntrr4
c) o,4Hocroponuux (pyHrqvft
9) B cuuuerpu'urofi Kpr{rlTocrrcreMe orrrpaBrrreJrb rr rroflyqare.lrr coo6rqeuus ucrroJrr,3yrcT
a) oArrH r{ Tor x{e cexpernrrft KJrroq
b) pa3Hbre ceKperHbrx Krroqr4
c) eoo6qe He rdcrroJrb3yror ceKpernrrx xruo.refi
1 0) Acuvru erprrqrrafl Kpr{rrrocr{ cr eMa rrp eArr oJraraer r{ crroJrb3 oB aHrre
a) AB)D( Knroqeft orxprrrofo r4 nr4qHoro (cexpernoro)

b)
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b) cr4creMhr pa3rpaH[qeHlur Aocryrra
c) [epe'oc'hrxrrockrreJreftntaxpaHeHrurcexperuoft zn(fopuaqzz
I 1) IIoa KJrro'renofi unr[opnraqueft nonr.rmaror :
a) coBoKy[Hocrb Bcex 4eficrnyrorqrx e ACOZ r<nro.refi
b) coBoKyrlHocrb AoKyMeHToB LI MaccI,IBoB AoKyMeHToB 14 nuQopnaaqr4oHnbrx rexuorornfi,
peanr43yrorqux un(popuarlr4onHbre rrpoqeccbr
c) coBoKyrlHocrb cnofictn, o6yclouuBaloqr4x rrpr4ro.{Hocrb rzn(foprr,raquu yAoBJrerBoprrb
otrpeAeneHHble [orpeOnocrz ee rloJlb3oBareneft B coorlercrBvrv c Ha3uarreur4enn rau$oprvraqu14
l2)Karcan n: Qynrcqufi He sxoAr.rr B rrpoqecc y[paBJreHtrs Krx)q arvrw?a) fiepealpecaqras Krro.refi
b) reHepaqur xrnoqefi
c) pacfipeAeJrenrae xlroqefi
13) Moau$rKarlrq Klrcrra - oro
a) reHepl4poBaHl4e HoBoro Krroqa Izs qpeAbrAyrqero 3uaqeH[s KJrroqa c noMorrlbro orHocroponnefi
(o4nonaupannennofi) Synxqnr,rb) reHepI'IpoBaHI{e HoBoro Krloqa vB rrocneAyroqero 3'aqeHurr Krroqa c troMoqbro
oAnocropoHuefi (o4noHarpaBneuuofi) Qylrxqrrc) reHepupoBaHI4e HoBofo KJIIoqa I'rs npeAbrAyrrlero 3HaqeHurr Krroqa c rroMon5ro Aeycroponueft(4nyuanpanneunofi) (bynrrlrur
14) IIoa Syurcqnefi xpaneHrrfl rcrro.refi rrogrrMaror

" a) opraurr3arlzro rnx 6esonacnofo xpaHeHlrr, rrera Lr yturelprfl
b) opraHr/t:arlraro lrxfeHepar\vftr,yqera Lryrurelr4fl
c) opragrasaquro rEx 6esonacHoro xpaHeHr4.f,, yqera r{ cofiocraBreHr4.f,
I 5)B'rervr 3 aKJrroqaercfl np aBrrJro pa3rpa'r{qeHrrfl Aocrytra
a) nraqo AonycKaercx x pa6ore c AoKyMeHToM ToJrbKo B ToM cJrJ rae, ecJrrl ypoBenb Ao[ycra cy6repa
'4ocryrla paBeH vrJrII BbIIrre ypoBrul xonSrz4enrll4arlbHocrll AoKyMeHTa, a n ua6ope xareroprnfi,
lpI4cBoeHHbIX AaHHoMy cy6renry Aocryrla, co.qeplrarct Bce Karefopr4rr, olpeAeJreHnhre AJrrr AaHHoro
AOKyMeHra
b) nrrrlo AorrycKaercr x pa6ore c AoKyMeHToM ToJrbKo B ToM clrryae,ecnn ypoBeHb AorrycKa cy6rerra
Aocryrla HrIlKe ypoBHt Itou$z4enqvaJlbHocrl4 AoKyMeHTa, a n na6ope rareropraft, [p]rcBoeHHbrx AaHHoMycyorercry Aocryrla' coAepxarct Bce Kareropr{r{, orrpeAeJreHubre AJrr AzrrrHoro AoKyMeHTac) JII{IIo AorlycKaerct x pa6ote c,{oKyMeHToM ToJrbKo B ToM cJryqae, ecJrr4 ypoBeHb AorrycKa cy6repa
Aocryrla HI{xe ypoBrul xonSz4eurll4anEnocrl4 AoKyMeHTa, a n ua6ope Kareropr4fi, npracnoeHgbrx AaHHoMycy6lexry Aocryfla, He coAepxarct Bce Karefopr&, olpeAeJrenubre Ans AaHHoro AoKyMeHTa
16) @aft"rroBbre Br{pycbr oro:

?) Br,rpycbr,3apoxaroqne$afinucrporpaMMaMu
b) BI4pycbI, 3apaxaloql4erlporpaMMbr, xparurrqvrccs.Bcr4creMHbrxo6nacrsxAr{cKoB
c) BI{pycbI' Koropbre IIocJle aKTI4BLBaIII{I,r rrocrorHHo HaxoAf,Tc-fl B oneparr{sHoft naMsfla KoMnbrcTepa
r4 KoHrpompyror Aocryr K ero pecypcaM
17) Pen4eHTH6re Br{pycbr 3To:
a) Br4pycbl, Korophre rIocJIe aKTIaBIsarIr4I4 rrocroruHo FraxoAsrcr B orreparflBuoft uaMsil4 KoMrrblorepa 14KoHrpoJrr{pyror AocTyr K ero pecypcaM
b) Bklpycbl' Koropbre BbI[oJIruIIorct roJrbKo B MoMeHT 3a[ycKa 3apaxeunofi uporparunrr
9l - 

B4pycbr' 3apt})Kaloqre rpolpaMMbr, xpaHrrrlvrcc .Bcr{creMuhrx o6nacrxAr{cKoB
18) Tpausurubre Br{pycbr 3ro:

."] Bllpychr, Korophre BblrloJrH.f,Iorct roJrbKo B MoMeHT 3alycKa 3apoKeHuofi nporpananarrb) Bl4pycbr, Koropble nocJle aKTzB,BaIII{[ rrocrofrrHo HaxoA{Tc.fl B orreparrlBuoft nairasrz KoMrrbrorepa u
KOHTpOJrr4pyroT AocTyrr K ero pecypcaM

9) - 
Brlpychr, 3apDKarolque nporpaMMrr, xpaHrrqvecs.BcrrcreMHbrx oonacrnc Ar.rcKoB

19) Bnpycrr-Myrarrrbr (MtE-nupycrr) ero :
a) nr'rpycrr, coAepxarrlze s ce6e anropl{TMbr mra(pponaHun, olecneqraBarcrqr4e pruJrr{rrr.e piL3HbD(
nour,rft Br4pyca

t4



U Bupychr, [brraroq[ecr 6rrtr HeBr{Ar{MbrM}r Ha
gJICMEHTAM .IIAHHbIX

ocHoBe KoHTpoJUr AOCTy[a K 3ap.l)KeEE6rM

c) BI4pycbI, 3apaxarcUue fiporpaMMbr, xpaHrrrq[ecr B cr{creMrrbrx o6nacrsx AtrcKoB
20) Stealth-Br{pycbr 3ro:
a) Br4pycbr, rlhrralournecr 6rrm HeBrlAr4MbrMr{ Ha ocuoBe KoHTpoJUr Aocry[a K 3apaxeHubrM
gJICMEHTAM .4AI{H6IX

b) Br,rpycbr, coAepxatrIr4e e ce6e anropvrMbr ruu(fponarmx, o6ecueuuBarorur4e pa3ilvrtilre pa3Hbrx xonufi
Bnpyca
c) B4pycbr, Koropbre rrocJre aKTr{Br.r3arlrru rrocrotrrHo HaxoArrcs B orrepar[Bnofi uarrasrn KoMnb]orepa u
Kor{rpoJrr,rpyFor AocTyrr K ero pecypcaM
21) 3arpyrorrHbre (6yronrre) Br{pycbr 3ro:
a) Bnpycbr,3apa:rarorr1ue nporpaMMbr, xpaFrrrqnrecflB crrcreMHbrx o6nacrsx ArdcKoB
b) Bl4pycbr, Koroprle rIocJIe aKTl{Br,r3arlr4rr nocrorHHo HaxoA.f,Tcr B oneparr{suofi ual4srr,r KoMrrbrorepa
r4 KOHTpOJrrrpyroT AocT)m K ero pecypcaM
c) Br4pycbl, coAepx{alqr.re e ce6e ailropr4TMbr rura(fponanut, olecneqprBarotqr4e pa3nuque pa3nbrx
xonlrfi Btrpyca
22) Ocnonuofi upo6.neuofi co3AaHr.rfl nrrcorcoe{{errrannofi rarqurur or HCI sBrrrercq
a) rrpeAorBparrleHl{e HecaHKIIVoHr4poBaHHoro [epexoAa rroJrb3oBareJrbcKrlx rrpoqeccoB B

IIpLIBI{JIen{pOBaHHOe COCTO"flHUe

b) [crIoJIb3oBaHI4e AonoJlHlarenbHbrx nporpaMMHbrx raJrrl a[[aparHo-nporpaMMnbrx cpeAcrB
c) pa3rpaHl{qeulae rlpaB rloJlb3oBaretrcit u o6cnyxzearoqero [epcoHiura rro Aocryrry x pecypcarra KC n
coorBercrBula c (pyurcql4oHtlJlbHbrMra o6sgaHuocrflMvr. AoJIlKHocrHbrx Jrr4rl

23)AnnaparHo-[porpaMMMlrble cpeAcrBa KprrrrrorpaQuvecnofi 3arqrrrbr uusopuaqrrrr BbrtroJrHflrcT
{yurcquu:
a) ayrenrra(praKallruo rloJlb3oBareJrfl, pa3rpaHr4qeHrae Aocryna K nn$opuaquu, o6ecueqeurae
IlenocrHocru uu$opruarlkru v ee 3aIrII{TbI or yur.rrrro)Kemvrs., ruu(pponaru4e r4 gneKTpoHHyro qu(pponylo
IIO,IIIIIICb

b) opianl{3oBblBalor peanu3allrfio rroJrraTr,rKr{ 6esouacuocrr nu(foplaar\lru:easrarre 3KcrrJryararlraz KC
c) rrpoBeprror Ha orcyrcrBrre 3aKJraAox upn6opon, ycrpoftcrn
24) VIcuo tb3oB arrre anflaparHbrx cp eAcrB crrrrMaer up o6len ry :
a) o6ecneseHr.ur rleJrocruocrr{ cr4creMbr
b) pa3lpanrnqentrs.rrpaB fioJrb3oBarexefi.u o6crrynxuearoqero [epcouiura rro Aocryrry x pecypcarra KC n
coorBercrBnn c (pyHrqr4oHurJrbHbrMra o6sganHocrsMr{ AonxHocrubrx JMrI
c) [crroJrb3oBaHprf,crporoorrpeAeireHHoroMHoxecrBalporpaMM
a) 3a oAI4H IIIIKJT, rI TeM caMbIM yMeHbrrraer AJrrareJrbHocrb npoqecca rz4euru$vrnar\vftr
b) eHe[rHefiayrenru(pur<aqraefto6rer<ra,Henpr4HaAnexarqefocr{creMe

Ilpuuepurrfi nepe.renb BonpocoB K sK3aMerry
1. AnrtepnarraBnble MeroArI3aIrII4Tbr. Ayreurra(ptrnarJkrs. no 6uowrerpr4qecKr4M AaHHrrM (orue.rarox

[aJIbIIa, reoMerpl{s PYKtr, pa4yx:uafr o6oro.rKa fJra3a, cerqarKa fJra3a, roJrocoBar zgeHry$rarar\vrg,
reoMerpr4s lllz'r\a, KnaBuarypuufi uoueprc)

2. AcHIvruerpl4qHbre KpnrroclrcreMbr (anroprarrvr RSA). {ra(pponax rroArrrrcb. llpocrpaucrno
xffo.{efi.

OTBETbI
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3. Easosrre Ha[paBneul4t tcpunrorpa$ulr: rurasponanze, KoAtrpoBaHr{e v creranorpa$
Ocnonsrre pagnnstrl^.

4. Bpe4ouoCroe [porpaMunoe o6ecneqeHl4e KaK cpe,{crBo [peoAoJreHr4s 3arrlrrrbr ran(poprraaqnz.5. ,{pennue MeroAbI Iuu$ponauux: MeroAbr [epecranoBoK; 4nofturrx [epecraHoBoK. IIIz6p
[epecTaHoBOK MarrqecKr4M KBaApaTOM.

6- ,{pennze MeroAEI ruuQponauws: nrrr$prr ansanzrnofi salaeurr; npocrofi saMeHbr; cnoNnofi
3aMeHbr.

7. flpyrue rpr'rntorpaSlztlecKr{e affopLrrMbr. Brrqracneurae KoHrpoJrbHbrx cyMM (CRC) w
xerrrr4poBaHne (lvD 4/ 5, SHA)

8. 3aqura r4cxoAHoro KoAa rrpolpaMM - o6$ycraqzx KoAa.
9 . 3anurra nocrzrenefi uusopnaaqzra (Froppy/FIDD/cDlDVDiFlash)
10. .I4catexoBaur4e yr3Br4Mocreft ouepaquoHHbrx cr{creM
I l. ZccleaoBaul{e yt3Br4Mocrefi upzrra4uoro [porpaMMnoro o6ecneqenzs
12. Ko4zpoBaHLIe. Apxuna4un KoAr{poBaHr4e cx€rrreM (rvrero4rr Huffrnan, Lempel-Ziv,

apra(prraerrauecxrne). tr{cnonrsosaul,Ie KoArdpoBanr,ur [pr4 [epeAaqe raulpopryaqrau.
1 3. KolanneKc Mep ro 3arrlure unlpoprraaq wu. p azpalotnu .tpat €rrr.
1 4. Korranuorep'ar pzBBeAKa. Kpranroana-ur{Tr{qecKr4e uraKvr..
15. oprauu3allllouHbre Mepbl. @ugr,r.recrag, gJIeKTpoMarH[THzuI, aKTr{BHa{ E traccgBguur 3?rqqrarlenosesecxuft 

Sanrop.
16. ocnosHbre MoMeHThr rpaxAaHcKoro rr yronoBuofo KoAeKcon lIMp B orHomeEEE 3an[ETFr

zu$opuaqraz.
1 7. IlepecraHoBra <<Marz.recK nfi xna14par>>
18. Parpa6orKa KoM[JreKca Mep no 3arrlr{Te rzuQopMarlrrur B paMKax opraHr3ar{Er{.
19. Paspa6orKa cl4creMbr 3aIIII{TrI nporpaMMuoro o6ecneseuvrfi.pacrpocrpanf,eMoro no Internet.
20. P azpa6orxa co6crseunofi Kpr4rrorpalpuuecxoft c'rcreMbr.
2 1 . cauorecrr4pyroquecr rr caMoKoppeKrr,rpyroqrecr rporpaMMbr.

, 22. cnuuetpuqubre Kpr4rrrocucreMbr (anropznunr ogs,]-ops, AES, focT-2g1 47-s9).flpnrqranu
pa6orrr, Ha3uaqeHrre.

23. cnoco6rr uog4emu AoKyMeHToB 14 MeroAbr BbrrBreHas rroAAenoK.
24. Ctatucrl{qecKlae cnoftcrna t3brKa. Bcxpurve rur,r(ppon alSanuruoft gauesrr.
25. Creranorpa$na' lloArorosKa n l{cloJrb3oBaHr4e crrMrrarr{qecKrrx qepur4Jr, quQponax

creraHorpa(pnx. Meroghr onpeAen eflLrs. <<rrprrcyrcrBr4D) un(f opuaquu.
26. cxevaqrsponofi roArrrzcr4. cxeua mz(pporauz.s 3* faMars.
27 . T exnr.recKue pa3BeAKr{. KomnrrorepHa, pa3BeAKa.
28. TexnrzrlecKI4e pa3BeAKI'I. KounrrorepHafl pa3Be.4rca. Mero4rr B3JroMa KoM[brorepHbrx cr4creM.

llporparvruBr -r[rrr{oHbr
29. TpeloBanurs.K coBpeMeHHhrM Kpr4[Torpa$rauecKaM cr{creMaM ur anropkrrMaM.
30. XarcepcKr4e araKr.r, cuoco6u 6opr6rr c :ekrlvrLr.

Konrpoar caMocroqrearuofi pa6orrr cryAeHToB
(Doprrarr KoHTpoJITI caMocrotrenrnoft pa6oru cryAeHToB: .4oKJraA, orBerhr Ha recrrrpoBaHrre.8. Vqedao-uemoduuecxoe u uruQopn&quoH*oe oflecneqeHue duc4unnuruot

8.1. OcsonHafl Jrrrreparypa
1' Buuorypon AH4pefi. Kpuurorpa$ux, ee lrcroKrr r4 Mecro B coBpeMeHHoM o6qecrne (Uzxr

crarefi rro Kpr{rrrorpa$uu) - M.: 3Ao "zs4arerrbcrBo EI4HOM,,, 201g. _ 20g c.: ran.2. Xenruraron Bna4znaup. Kpunrorpa$ux or fianfipyca .qo KoMrrbrorepa. - M.: ..Honn4x.,2021. -384 c.. r.rl.
3. Ma-mox A.A., llaszsan C.8., lloroxrau H.C.

aBToMarr{3r4poBaHHbrx cr4creMax : Yse6H. noco6lre Anr By30B.
2020. - 144 c.

BneAenze B 3arq[Ty rax$opuaqrur B
3-e us4. - M.: fopx.rax lTprnvrs.- Tener<orvr,

4. Ourosrr znSopuaqnousoft 6esonacHocru:
fopxuax ilLrnus.- Tenexou.2019. - 544 c.

yre6n. noco6ue Ans By3oB / E.F. Eenos [u tp].-M.:
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8.2.,{ouornrrreJrbrrafl Jrrrreparypa
1. Meulepmon P.B. IrlniloplraquoHllafl 6egonacuocrr. - Totucr<: TITV, 2017.

2. fepacurvrenno B.A. 3aqnra uuQoplaaqrafl B aBToMar]I3rrpoBaHHbIx ctlcreMax o6pa6omu AaHHbIx.

B 2-x xs. -M.: 3ueproatoMrrcAar,2018.
3. Hacrrnnufi B.B. MeroA 3arrlurbr apu$ueru.recKlrx BbrqucJIeHI,Ift n nounuorepnblx crlcreMax. -

M.: flpouercfr,2019.
4. AsroNaar[3]rpoBaHHbre crcreMbr. 3alqura or HecaHKrIIroHI{poBaHHoro Aocryrla r uulpopMaIII4}I.

Klaccz$uxaT\Lrfl. aBToMarrr3r4poBaHHbrx cucreM u rpe6onaru{rl rlo 3arrl[Te uu(fopuaqIEu. Pyrono4rqIaft

AoKyMeHr locrexronrvccvfit Poccuz. - M.: fTK P(D, 2015.
5. Eegouacnocrr un$opMaIILIoHHbIX rexHoJloruIfi. Bunycr 1. - M.: }/4I/AI/..2014.
6. EesoracHomr uusopMarlproHHbrx rexuoJlofuft. Brruycx 3. - M.: };4'Vl@I,1.,2Il7.

7. Bonpocu 3arrllrrbr uu(popnraquu. - J\bl. -2019.
8. Boponon M.B., Aurouoe f.H. K Borpocy o6 ycrofiuuBocrr4 6oenux cl4creM. Boennas MbrcJIb,

2017,2. - c.75-76.
9. |OCT 28147-89. Cracreun o6pa6orxn unlpoprraaquu. 3arqura Kpl4rrorpa$ra.recrcax. Amoprarnan

Kplrnrorpa(f uuecroro npeo6pa":o r,ala.vIs.

10. |OCT 34.10-94. I4n(foprr.laqvron*afl. rexHororu.tr. Kprurrorpa$uuecr<ax 3aIIIrra I,rn$opruaquu.

flpoqegyprr nrrpa6orru ,r upoBepKr eJreKrpouHofi qu(pposofi noAuucr Ha 6ase aclrMMerprlqHoro

Kpr4nrorpa(f uuecxoro anfoprlrMa.
11. KoHqenqr{r 3arq[Tbr cpeAcrB Bbrrrr4cJr]rremuofr TexH]IKrI vt aBToMaru3LIpoBaHHbIx ctlcreM or

HecauKrlr{oHr,rpoBaHHoro Aocry[a r vu($oprraaquu. Pynono4xquft 4oryuenr foctexKoMrlcc]Il{ Poccuvt. -
M.: fTK PO,2016.

12. Hacrrrulrrfi B.B. Cunteg cucreM o6pa6orrcn uH(poprraaqrrr.r c 3atrIl,IToft or nporpaMMHbIX 3aKna.4oK

r{ Br,rpycoB. - M.: BTI4,2017 .

l3.Cpe4crna Bbrq[crurenrnoft TexH[Krr. 3aIr1wra or HecaHKIIt4oHIzpoBaHHoro Aocryrla K

un(popuaqzn. llorcagurerv 3atrIuqeuHocru CBT ot HCI r uu(foprvragvr. Pytcono4xIqufi 4oryuenr
focrexrouvtccuuPoccrau. - M. :fTK PO, 20 1 8.

14. Tepnaranrr v olpeAeJreurrJr e o6racrIa 3arrlrrrbr or HecaHKll]IoHrlpoBarrHoro Aocryrla K

rau(fopnraqnn. PyronoArlg;nfiAoKyMeur focrexrorravlccvwl Poccrara. - M.: fTK PO, 2016.
8.3. Ifporpauunoe odecuerreur.re u I4urepner-pecypcbr
1. Haquonaurunrft orrprrrsrft yllunepcr,rrer <I4nryur> https://www.intuit.n:/ studies/courses/691/

547linfo.
2. Pecypcrnfi rIeHTp noMorqlr cryAeHTaM (nrero4uvecxue yr<asauux) Marepl{anbl cairra:

http ://vstuhelp.narod.ru/m etl zi.html.
3. AneQupenrco B.M. Ocuoerr 3arrlrlrbr un(poprraaquz (uero4uqecxze ynasauraa) - Marepranbr

caitra: http://www.twirpx.com/files/informatics/securityltechnical/ft.guideline/.
4. Snerrponurrfi noprrrJr lparyllrera gJreKTpoHuKu 14 Bbrqr4crl,ITenrnoft TexHrrKpI - MareprIaJIbI

cairr a: http : /ifevt. r ul lo adl 7 8 .

8.4. Meroluqecxrre yna3aHufl I{ MarepuaJrbl rlo BITAaM saHqrufi
MeroAr,rsecxue Wa3antrs [peAocraBJlrrorcr cryAerrraM B B]IAe reoperl,Iqecrl,Ix [peArlocbrnoK

(n enexrponnou nu4e) rc na6oparopHblM pa6orarvr.

Or.rerrr no na6oparopHbrM pa6orau cneAyer o(lopunxrr B coorBercrBlru c o6rqulrau rpe6onauzxrrall

r4 npaBuJraMn o$opureuux.
8.5. rlporpauunoe o6ecue.reune coBpeMeHHbrx lruQopnaaqrroHHo-KoMMyHI,IKaIIuoHHbIx

rexuolorufi
Windows 7, cpeacrsa rpocMorpa Opera/Google Chrome, MS Office 2010.
9. Mamepuanbwo-mexHltqecKoe odecneqeuue duc4unnuuat
Nffi ocyilIecrBneHr{r o6paronarcJrbuoro [poqecca iro AprcukrlnrrHe <3arqvta nu(fopua\vtr>>

rpe6yercr Harurrr{e rolanrrorepHoft TexuuKrr c ycraHoBJreuubrM coorBercrByloqldM IIporpaMMHbIM

o6ecneqerureM r{ Apyroro o6opylonaHr4rr, rroMepxr,rBaroqero rpoBeAeHlae rlpe3eutaquit, nocrpoeHl4e

upoeruroft AoKyMeHTarIurr, BeAeHr{e rpyl[onoft o6pa6orKrd, BbrxoA B cerb lrlnrepuer. TarNe tpe6yetcx
o6ecneqeH[e wrreparypofi, Koropyro B AocraroqHoM o6reue Moxrer fipeAnoxl{Tb sneKTpoHuas
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o 6 e cne.IeH vA Ar4ct\Prrrlunlr f re 0 urruu

Nb

nln
HaunenosaHl'Ie Bua @opua Aocrytra

Snercrpouuax 6u6ruaorera, ra$ egp a kft4TlI
1

Yqe6no-ue'roAl4tlgcKiu Jrl4Teparypa

no ,{ucqrrrrJll4He

<<3auura l*rtPoPuau442-
3nenrpouurlfi

2 onwaasuenaS. oa6or Srenrpouurtfi SlercrpouHas ouoJrlrry
Cereeofi

3 Mvn sruueAnilHble MarePI'Ia[ bl
IIopfi St-"alafIfY l'Irvr. T'f' Illes'Ieuro s r'

Prt6suua/Moodle4 3rerrpouHax 6n6luorera Ceresofi

6u6maorera, qnrturbHuft gal (purmala lIfV
Br,rpryanbHofi o6yraroqeft cpe4e Moodle'

vrra. T.f. Illes'reuxo e r. Pu6guqa u EA rlo AI4cqI'IrIJIuHe

UUTiUIIg -\nw
@opma

IICIIOJIb3OBAHUfl
-oKn+

Nb

n/u
Honep

AVNIITODtrE

Ko;r-
BO

flar.rneuosaHne

I
Ay4u:ropur

Ns 30
I

flepconanruble KoMnbrorepbl,

o6te.4unennble JroKtulsHoft cerrro'
OC Windows 10.

Pacuupeuuufi naxer Office.
ho6anrHas cem Internet.

(JpIaHI43aUr4X Jl.truuP4rwPmr^ vevv L2

Aocryn r o6pa:onareJlbrlblM pecypcaM Bo

BpeMt caMocrotrenuroi Pa6oru
cryAeHToB, pa6ora c MynbrnMerttimsn'l:a

MaTeppIaJraMI4HaJI@

10. Memoduaecxue peKoMeHdhquu no opzailasaquu usyqe$un dac4unnuutt

pa6o.rafl yre6nar [porpaMMa rro Alrcqunrlrane <3au]rra r,rH(bopMaII[Ir) COCTaBJIeHa B coorBercrBlll4

c rpe6onaufiflMvr.oerepa-ursoro focyrapcrBe'Horo O6pa-:onareJrb'oro cra''Aar)TA BO UO HanpaBJre'flro

2.09.03.04 <flporparr,rrrrHarl lIHnteH "prri, 
u yue6noro rIJIaHa no flpo6l4ffo rIoAroroBKlI <Pa:pa6orra

rrporpaMMHo-uulpoprraaqploulrbrx clrcreM)'

Mero.qn'recKrre p eKo M eHAaIIuu AJrs cryAerrroB

MeroAu.{ecKrre peKoM en4alqlzlv Ans cryAsHToB coAepxar:

reMarlrKy na6oPatoPHbIX Pa6or;
rrJraHbr ira6oparopnux pa6or c yKa3aHlIeM IIpfiMepHOrO CnucKa ayEtI"topHbIX !I AOMaIIIHIIX

3a,4agllfi.
I,Isyrenue Ar{cqrrnJrr4Hrr <3ailIrara un(poprrraqzu) BKJrroqaer TeKIII'roHHbre rr na6oparopEbre 3aHsrlrn'

Iercqufi pa36urrr sa ocHOBHbre pa3Aenbl, raNArrfi pa3AeJI MOXeT coAepxaTb HecKoJIbKo TeM'

Kypc corpoBox,4aroT nuooputopHble puoot"t. llpu IIoAroroBKe K Ia6oparopHblM pa6oraM

,tyAa"t* geO6XO.Urarr.lo CaMOCTOSTeJIbHO II3fIuTb peKOMeHAyeMyIO nllTepaTypy' OTBeTUTb Ha

KOHTpoJrbHbre Bonpocrr. B re.reHlle CeMecTpa lcaNAUfi cTyAeHT AOJIXeH IIOAToToB[Tb xoTt 6u oAras

AOKnaA Ha reMbl, [peAnoxeHHbre [pefloAaBarereM'

flpn no,4roroBKe K 3aH.flTrarM neo6xoAur,{o }IcrloJlb3oBarb nlareputypl'^lttrcIllyfocfl B AocraroqHoM

KOJrr{qecTBe B 6u6nlrorene By3a. B CIII{COK perouen4yerr'tofi nplTepaTypbl BXOAI{T ocHoBHas vI

ronoJr'r4TeJrbHa{ nr{Teparypa. c,,rrcoK Jr[Teparypbl rIpI'IBeAe" " 
nuptt o6ecne'{e'."fl' A,rct\vrnJl[Irbr yrre6Ho-

MeroAuqecrofi nzreParYPofi .

Teryulrfi KoHTponb ycBoeHr,rtr suauniarro ,4rrcqurrJrlrue rrpeArroJlaraer \IcrIoJrb3oBaHI{e pa3Hblx (fopu

KoHTpoJrr, B ToM rrr4cJre recrrrpoBa'fle. zroroeufi rontpoJrb Mo]Ker ocyfiIecrBn-'Tbcx n (foptrle recra pI

,uru*a"u. Boupocu K sK3aMeHy ll o6pa:urr TecToBbIx saIianuft [pI4BeAeHbI'

MerOAu.recKIIe yKa3aHIIq 11o OpraHII3aII[u caMgcToqre1ruofi pa6org cTyAeHTOB

B rypce <3aqura an(foprvrauwr> rpeAycMorpeH 3Ha-rrrrreJlburrft i6ten'r caMocrosrenrnoft pa6otrr

cry.qe'ToB, roroprrft BKJrroqaer u3yrre'ue JreKrllro'Horo Marepr{ara, yre6noft nzrepatyprr, o6yraroqrrx

Izlnrepner-pecypcoB; rro.{roroBKy K BbrrroJrHeHr4lo la6oparopHoro flpaKTlaKylua, caMoKoHTponr gnanufi s

(popue KoMrrbrorepHoro recrrrp ona'L',;' BbrrroJr'eHlre [porpaMMl'IpoBaH'brx zal'auui' fittx npno6ueuux

o6yraerraux K rrorrcKy, K r{ccneAoBarenrcroft pa6ore, Ant pasB}IThtfl rrx rBopqecKofo Ilorelrql{Un clre4yer
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rro Bo3Moxnocrr{ r436erarb nprMoro pyKoBoAcrBa pa6orofi o6yuaroquxcr rrpll BbInoJIrreH]IvrvIurr rex rrJII,I

IIHbIX 3AAAIJI.dVI, TIAIIIE BbICTYTIATb B PONII KOHCYJIbTAIITA,3KCIIEPTA, KOJIJIEIU-UCCTEAOBATCNS.

flogroronra K BbrnoJrrrenrrro na6oparopunrx pa6or
Jla6opatopnrrfi npaKTr4KyM cnoco6crnyror floBbrrrreHuro KaqecrBa sHauufi cryAeHToB, 3To

TBopqecK[e 3a1alprfl, yrny6nxoulvre 3nanfis. cryAeHToB n nx npo(fecc]roHaJrbnofi Aegre.nnHocr]I.
I{ers .iradoparoprroro [panTrrKyMa - o6ecnequrr renyrquft KoHTpoJIb HaA 3HaHIlflMIr cryAeHToB u

npeAocTaBr,rTb Bo3MoxHocTb :

- cTyAeHTaM - ClrcTeMaTu3lrpoBaTb14 pacm[pr4Tb gnanvrfl, caMocTorTeJrbHo ocBoraTb uponyqeunrrft
MaTepilan;

- nperroAaBaTenro - orleHprTb cTerreHb roToBHocTr,r cTyAeHTa K cAaqe 3K3aMeHa IIo Ar4cur4rrJrr4He.

firr nrruorneHr{.s' na6oparopuux pa6or rro Ar4crlr{rrJrr4He <3aulura uu$oprrraquu> neo6xoAr,rM
nepcoHaJrbnsrft xouuuorep c BbrrnelepeqrrcJreHHbrMrr [porpaMMaMr4.

Ha la6oparopHblx 3alflTztflx raxArrfi cryAeHT rronyraer vrHrvrr,pr1yalrbHoe 3aAaHLre, HarrpaBJreHuoe

ua $oprraupoBanlle KoMrrerenrlxfi, onpe4ereHHbx Aannofi pa6ouefi rporpaMMoft. Jla6oparopnas pa6ota
rlpeAycMarpvrBaer peanlr3arl[rc [onfreHHbrx cryAeHTaMr suauuir qepe3 opraH]rgarluro y.re6uofi pa6orur n
pasnuqHbD( cpeAax. flo raxAofi na6oparopnofi pa6ore cryAeHTbr Aoirx{Hbr nonfrr4Tb y rrpenoAaBarelrfl
lrHAprBrrAyfrJrbHoe 3aAaH[e u BbrrroJrHr4Tb ero.

Bo nperrar BrTTIoJIHeHI4JI sa4auufr n yre6nofi ay4prropvrv cryAeHT Moxrer KoHcynbrr4poBarbcr c
lperroAaBaTeJreM, oflpeAsrsTr nara6onee e(p(!,eKuBHbre MeToAbr pemeHr,r{ [ocTaBJreHHbrx sallaq. Ecnu
KaKffI-To qacrb 3a4anr4fl. ocraerc.{ HeBbrnoJrnennoft, cryAeHT Moxer [poAonxnrb ee srrnorneH[e Bo
BpeMr BHeayAlrropnofi carvrocro.f,Terbnoft pa6orrl.

Orqet o$opnanxerc{ B TerpaAvl ilrv pacreqarbrBaerc.fl Ha Jr[crax (poprraara A4.Ha rr,rryJrbHoM Jnrcre
yxuubrBaercx'. $awmnufl, H n*r4r\vraJrhr, K)4pc, rpymra r4 npeAcraBJutercs nperroAaBareJrro Ha npoBepKy rro
3aseprrreHr4ro u3rleHlnt TeMhI.

,{nx nrruonnennr na6oparopuoft pa6oru neo6xoAvruo :

1. I4symrs KparKI{e reoperuqecKl4e cBeAeHrur, ueo6xoAnrubre Anr ycneiltuoro BbrrroJrHeHw{
KouKpernofi pa6orrr.

2. .BuuuarenbHo prcfrlrTb Bce npr{Mepbr sagattnir,paccMorpeHnbre B neKur.r[ rl [peAcraBJreHnbre B
oilptc anufl4 na6 oparopnofi pa6 orrr.

3. Orsefl4tr Ha KoHTpoJrbHbre Borrpocbr, [peAJroxeHHbre s.4aHuofi na6oparopnofi pa6ore.
4. BrruonnHtb Lrn4trBur4yilnbHbre 3aplaH:zs. B rrpeAycMorpennofi rervroft rporpaMMuoft cpege.
5. O1popnanrr orqer o BrrrroirHennofi na6oparopnofi pa6ore.
Orqer Aonxeu coAepx(arb:
o Ha":sauue reMbr.
o L{em pa6otu.
o Ycnospre gaIlarr'r vr orrLrcauwe I{crronb3yeMhrx,4aHgbrx.
o BrrsoA.
Orrer o na6oparopuofi pa6ore rrpr{Hr{Maer flperroAaBareJrb Bo BpeMr sanflTvrs.. B upoqecce 3arqr4Tbr

olleHlrBaercfl caMocro.flTeJlbHocrb pa6orrr, rroHr4MaHr{e MexaHrBMa pa6oru cpeAbr, 3naHpre rdcnoJrb3yeMbrx
n pa6ore napaMerpoB, yMeHlre anurtr3prpoBarb pe3ynbrarbr BbrrroJrHeHr{{ pa6oru.

Brruomrenne na6oparopHoro npaKTr{KWa flBrrflerc . neo6xoAzrvrbrM ycnoBueM Anfi AorrycKa K
3K3aMeHy.

11. TexnonozuqecKa.fl Kapma duc4unnunu
Kypc rpynra _J@1UP62IIU_ceMecrp _7_
flpeno4anareJrb - JreKTop Ro s arc JIn d uun a .fl p o cn ae o eu a
flpeuo4anatenl.I, BeAylque ra6oparopubre 3alflTvrfr Kosarc Jlndtwuna.flpocnaeoeua
Ka$elpa uu&opaamurcu u npozpa n
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t
a

t
*

Haumeuonaurre Arrcquulunrr /
Kypca

Vponeur//cryrrerrb
o6pa:onanua

(6arca.nanpuar,
cIIeqIIaJIIITeT,

uarucrparypa)

Craryc Arrcqr{nJrr,rrrbr B
paOouelr yue6norvr rrJrane

(A, Eo B, r)

Koru.recrno
3aqeTHbrx
eAnsuq /
KpeArrToB

Jar{rarrr r,rn6opuaqrvr oaKarraBpr4aT 81.8.12 5
Cuexn nre nl{curlnJrl.lrrbl rro v.re6novrv n-rra rrv

|Ipe4mecrnyIotrII4e:<<I4ccrre4onaHI4eo[epaqzfii>,<<ocHoBbI[porpaMMI4p@

""a " 
*aop"rr"rlr.

r ruuJreAyroqvle : HanvcaHl4 e BblltycKnoft KeaJ[t4dru al non nofi na 6 o.rr,r

(nxo4uoft peft rranr-rcoHToonb
BBoAHbrfr vroAylb-

fIDOBenKa (ocrarotrgRllrl qserrrzri rrn n' KHbrM A[Cqmnr,rHaM)
r eMa, 3aAaHr,re r{Jlrr Mepo[puqTne

BXOAHOTO KOHTpOJTq
BuArr rercyueft | Ayalrropnan
arrecrarluu 

lunu 
nueaylu-

I TOIlHas

Mnu.
KOJI-BO

6an.rron

Marcc.
KOJIUIICCTBO

6a.nnos
Tecrraponauze AyAraropnas 0 10

llroro: 0 10
EA3OBbrmny

(nPoneor<a grranuit v vwresufi rn
JIb
rlTrtltwrrr rrvrsa \

r eMa, 3aAarrue TIJITI Mepo[prrflTile
TeKyqero KoHTpOJrfl

Bra4rr rercyrqefi
ATTECTAUIIN

Aygnropuan
rrJur BHeayArr-

TOpHafl

Muu.
KOJI-BO

6a.rrroe

Marcc.
KOJII{qECTBO

6a.rr.uon
TeKyqas pa6ora Jla6op?ropusre pa6orrt I avalrropnas 1 5
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